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1.� INTRODUCTION
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2.� BACKGROUND — THE NEW SECURITY PARADIGM OF AMI
SPACE
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3.� RECOMMENDATIONS

Recommendation 1. If Europe wishes to have an independent position in
security, or even to acquire a lead position, the route should be via the new
paradigm of security, which will be required intrinsically in the ‘Ambient
Intelligent Space’.

�7	�:	���	����	������7����	8�
�����;9���	��	����
	������7	�'(��&���!��)���
�	������ ��� �
��	�� &� 9��	� �	����	�� 	4
�������� ��� ;��	�� ��� &��	4� �� )
'�
�!��
#� ��� 
�
����� � ��
)�� ��9	���� �7	� �	�	���7� �	@���	�� ��� �	����	� �7��
�	8� 
�����;9� ��� �	����
	�� ��� &��	4� ��)� '*
�
����� ���!
�� ���� �
�!��
#� ��
����� ��
)�

Recommendation 2. We must not lose sight of the present reality, and the
pressing problems in the present security paradigm which must still be
addressed.
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Recommendation 3. We need to migrate to the new paradigm, without
eroding existing market positions: actions within FP6 should recognise this
and be designed so as to accommodate such migration.
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Recommendation 4. A specific advisory group should be established so as
to facilitate a dialogue between the parties affected by security concerns
in order to advise the Commission on the direction of security-related
actions in FP6, and on appropriate related actions outside FP6.
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4.� OPTIONS FOR SECURITY-RELATED ACTIONS IN FP6

Solutions to the problems posed will require a very different set of
approaches to security from those deployed at present, and will require
changing the mind-set of much of the community. With this in mind, ISTAG
has considered a range of options for management of security issues in FP6.
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must begin within the current paradigm and yet be aware of the likely need
to fit into the new paradigm as it emerges.
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• Some mechanism is required for rapid communication within the
community of latest understanding of requirements and emerging
solutions, for both the present and the future, AmI Space, paradigm. To
achieve this a co-ordination action should be established to act as the
‘operational arm’ of the high-level advisory group.

Composition and operation of the specific advisory group
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The proposed group should not merely offer advice: it should be effective in
shaping the programme and its content. To this end there must be a rich
flow of information to and from the group, and members of the group
should either participate in the processes associated with the programme
(such as evaluation) or have liaison with those who do.
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Annex 1: SECURITY IN AMI SPACE
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The new nature of security in AmI Space
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Approaches to security in AmI Space
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Annex 2: RESEARCH ISSUES FOR SECURITY IN AMI SPACE
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Annex 3: UNRESOLVED SECURITY ISSUES WITHIN THE PRESENT
PARADIGM
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The need for online services with valuable content and the need for
protection of content and security of services
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Psychological perceptions of security
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The pace of change?
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How to avoid the problem of breaching barriers?
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Interdependencies of infrastructures
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A ‘point of trust’?
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