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1. INTRODUCTION

This report, which is tfimed to coincide with preparation for the launch of the
Sixth  Framework Programme, has been prepared by the Information
Society Technologies Advisory Group (ISTAG) that provides independent
advice to the Commission on orientations and priorities for Community
funded research activities.

In a parallel report on “Strategic Orientations & Priorities for IST in FP6” ISTAG
anticipates that during the next ten years a new infrastructural paradigm
will emerge — the ‘Ambient Intelligent Space’. This is the collection of
infrastructural technologies, applications and services that will enable the
seamless inferoperation of the applications and services of Ambient
Intelligence.

ISTAG has considered the implications for security in this new paradigm.
While the new paradigm offers a significant opportunity for Europe, there
are also some deep research questions, and implications for the
management of that research.

In this report ISTAG makes four recommendations for the direction and
management of security-related research in the Sixth Framework
Programme. These recommendations are fully in-line with the Resolution of
the Council of the European Union of January 2002, in which the Council
“stresses the need for more research activities, in particular on security
mechanisms and their interoperability, network reliability and protection,
advanced cryptography, privacy enhancement technologies and security
in wireless communications” (2002/C 43/02).

Throughout this report, the word ‘security’ will be used as shorthand to
encompass trustworthiness, dependability, privacy, rights protection, usage
restriction, availability, confidence, integrity and secrecy.
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2. BACKGROUND — THE NEW SECURITY PARADIGM OF AMI
SPACE

In the ISTAG concept of Ambient Intelligence, intelligence is pervasive and
unobftrusive in the environment. This environment is sensitive to the
presence of living people in it, and supports their activities. People, physical
entities, and their agents and services share this new space, which
encompasses both the physical and virtual worlds — the Ambient
Intelligent Space — or Aml Space.

In this space, people wil participate in a multiplicity of parallel,
overlapping, inter-leaved and evolving one-to-one, one-to-many, and
many-to-many relationships, some of which will be very short-lived, and
some of them established temporarily and (apparently) instantaneously.
Much of the communication between participants in these relationships will
be asynchronous (as it is now): this means that ‘virtuality’ applies to time as
well as space.

Security in this space will require solutions very different from those of
today’s systems which are predicated on relatively stable, well-defined,
consistent configurations, contexts, and participants to the security
arrangements.

This new paradigm will be characterised by ‘conformable’ security, in
which the degree and nature of security associated with any particular
type of action will change over time and with changing circumstances
and with changing available information so as to suit the context. This is
fundamentally different from what has gone before and there are
significant opportunities to enhance the competitiveness of European
industry by exploiting this change in paradigm. ISTAG recommends that
these opportunities should be seized if Europe wishes to maintain an
independent capability in the field of security.

Meanwhile, within the existing security paradigm there are significant
outstanding problems that inhibit development of information society
markets. The majority of potential users of services and products have, at
best, a poor understanding of security, which leads to caution and, at
worst, severe distrust. They need comprehensible mechanisms in which they
can have confidence. They must be able to depend upon reliable and
available services, themselves dependent on reliable and available
infrastructural equipment and applications, in an era of ever increasingly
complex systems and constantly changing technology.

At the same time, content providers, who could provide the greatest
stimulus for adoption of technology, are reluctant to do so given their
present poor protection from abuse of the Intellectual Property associated
with their content.
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There is a difficult balancing act — to encourage research and
development so that Europe is well-positioned to exploit the new
paradigm; to continue to resolve problems within the present paradigm;
and to research and develop applications and services which will probably
eventually have to operate within the new paradigm, while having, for

now, to work with the concepts, techniques and tools of the present
paradigm.
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3. RECOMMENDATIONS

Recommendation 1. If Europe wishes to have an independent position in
security, or even to acquire a lead position, the route should be via the new
paradigm of security, which will be required intrinsically in the ‘Ambient
Intelligent Space’.

The key features of this new paradigm are described in the ‘Background’ of
Section 2, above. A more detailed exposition is given in Annex 1 —
‘Security in the Aml Space’. Some of the research required to realise this
new paradigm is described in Annex 2 — ‘Research issues for security in
Aml Space’.

Recommendation 2. We must not lose sight of the present reality, and the
pressing problems in the present security paradigm which must still be
addressed.

Within the present paradigm of firewalls and cerfificates, security issues
have not yet been ‘solved’ and Information Society markets are therefore
not as well-developed as might be hoped. The Framework Programme
must continue to research solutfions to these problems, some of which are
discussed in Annex 3: ‘Unresolved security issues within the present
paradigm’.

Recommendation 3. We need to migrate to the new paradigm, without
eroding existing market positions: actions within FPé should recognise this
and be designed so as fo accommodate such migration.

ISTAG suggests that one of the roles of the proposed specific advisory
group (see next recommendation) should be to monitor the mix of old and
new approaches to security, and fo foster the development of advice and
guidance to projects on how migration might best be achieved.

Recommendation 4. A specific advisory group should be established so as
to facilitate a dialogue between the parties affected by security concerns
in order to advise the Commission on the direction of security-related
actions in FP6, and on appropriate related actions outside FPé.

This group should be supported by research projects to address particular
security problems, and co-ordination actions to gain synergy from
communication and cross-fertilisation among researchers, and to inform
the wider community on possible mechanisms to enable security in the Aml
Space.

The group should liaise with other activities of the Commission and Member
States to facilitate Community and international co-operation, as sought by
the Council of the European Union (2002/C 43/02).
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4. OPTIONS FOR SECURITY-RELATED ACTIONS IN FP6

Solutions to the problems posed will require a very different set of
approaches to security from those deployed at present, and will require
changing the mind-set of much of the community. With this in mind, ISTAG
has considered a range of options for management of security issues in FP6.

If there are several separate integrated projects, with security requirements
in each, then there is likely to be much common overlap. If they are not to
be integrated or co-ordinated in any way then they could possibly have
incompatible outcomes. But is it feasible to co-ordinate projects that are
already individually very large?

Moreover, projects will be starting soon; there are problems waiting to be
addressed within the existing paradigm; and the new paradigm requires
research before the ideas can begin to be put into practice. So projects
must begin within the current paradigm and yet be aware of the likely need
to fit into the new paradigm as it emerges.

The following options were considered:

1. Offer advice and guidance on security issues to all appropriate projects
in FPé.

2. Establish a special inifiative on security, using either or both of the FPé
instruments of the ‘Integrated Project’ or ‘Network of Excellence’.

3. Require that each integrated project has a trust rationale and a
specific security package, and specify a range of issues which that
package must address, including the need to ensure harmonisation of
proposals and developments coming from the collection of projects.

4. Establish a high-level advisory group of experts, reporting to the
Commission, to guide FPé projects on security issues, to commission
targeted study and research, to provide a service to projects, and to
raise industry awareness on the frust/confidence/security issues.

Note that these options are idealised: in readlity there could be other
intermediate possibilities and mixtures of all these.

ISTAG has concluded that:
e Mere guidance is unlikely to have sufficient impact.

e A maqjor stand-alone security-oriented inifiative would run a serious risk
of being too detached from the other projects, and perhaps from the
market, resulting in a further set of incompatible outcomes rather than a
common — or at least harmonised and interoperable — solution.

e A requirement for ‘security packages’ for each project — which are
intended to lead to coherence across the whole programme — is
thought to be unmanageable.
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e Given the complexity of the issues and the need to achieve coherence
while allowing diversity of research, a high-level advisory group is
essential. Among its roles it might stimulate other activities.

¢ Some mechanism is required for rapid communication within the
community of latest understanding of requirements and emerging
solutions, for both the present and the future, Aml Space, paradigm. To
achieve this a co-ordination action should be established to act as the
‘operational arm’ of the high-level advisory group.

Composition and operation of the specific advisory group

Such a group could be a sub-group of the future EAG (Expert Advisory
Group) for the IST priority under FP6, augmented by non-memibers of the IST
EAG when appropriate.

It is important that an advisory group on security does not become closed-
minded and a constraint on new thinking. To avoid this membership should
be broadly-based with representation not only from experts in the field but
from ‘users’ — those who wish to provide or use products or services that
depend on security. Above all, its membership should represent the position
that security should be an enabler for the development of new markets, not
an inhibitor.

The composition and operation of the group should reflect the ambition of
the Commission, as expressed in a recent Communication from the
Commission to the Council, the European Parlioment, the European
Economic and Social Committee and the Committee of the Regions,
which reads:

“The Commission is proposing to include security in the future 6
Framework Programme, ... For this spending to be optimal, it should be
linked to a broader strategy for improved network and information
security. Research supported by this program should address the key
security challenges posed by the “all digital” world and by the need
fo secure the rights of individuals and communities.” (COM(2001) 298
final)

The membership should also take into account the need to operate at the
ERA level, in support of the ambition of the Commission and the Council of
the European Union to enhance Community and international co-
operation in the quest for improved information and network security.

The proposed group should not merely offer advice: it should be effective in
shaping the programme and its content. To this end there must be a rich
flow of information to and from the group, and members of the group
should either participate in the processes associated with the programme
(such as evaluation) or have liaison with those who do.
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In particular, the group should both inform and be informed by project
reviewers (especially those for the major Integrated Projects). Not only
would this help to achieve a coherence of vision across FPé, it would also
help to keep the group sensitive to the latest thinking in the field.

Trust, dependability, security and privacy for IST in FPé
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Annex 1: SECURITY IN AMI SPACE

In order to be able to solve security issues in the coming decades it will be
necessary to move from previously held points-of-view on security. In the
21st Century, we must escape from the influence of the Internet, GSM and
the like, and their security paradigm based on von Neumann and Shannon
models, however successful they may have been and however much they
provide the basis for the new Aml Space.

Security — A growing concern

As we build the Aml Environment, security will become more and more a
concern because of:

e Size:in pervasive computing there are millions of subjects and objects

e Mobility: which infroduces more vulnerability than in a static world

e Heterogeneity: no longer can closed, co-designed systems be assumed

e Complexity — of both hardware and software, increasing the
dependability challenge

e Distribution of knowledge coupled with co-operation as more and more
groups will be interconnected and work together.

In addition, in the coming years, quantum communications may emerge,
to communicate securely using chaotic models. This may well change the
way that security is implemented through large networks, even in the
present paradigm.

Security is also acquiring new dimensions:

e FEthics — the concept of illicit content is already extant, but soon we will
have to consider the ethics of computations. Today computations are
still considered to be private, but this attitude is unlikely to persist

e Reliability — of critical infrastructures (perhaps with survivability areas ...)

e Resiience — in a hostile environment we must avoid the delusion of
security behind a robust barrier, and contfinue to operate despite
threats and despite actual, successful, attacks.

Even more fundamentally, security in the Aml Space will require a new
nature.

The new nature of security in Aml Space

In Aml Space, ambient networks with objects and subjects will be moving
all the fime, without physical connections in many instances, and without
standard identification, since anonymity — which is orthogonal to security
—is often required. Mobility in AmI Space implies not only nomadic people,
but also mobile things in the environment, such as constantly-moving
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intangible agents which manifest themselves to users through such things as
caches, liquid software, and downloadable applications.

With current security models, we consider security only in the context of
salient subjects, Alice and Bob, talking together in an isotropic world,
independently of the context, and of time and space. But consider the
following scenario:

Alice (a friend of Bob) is moving at some speed on some frajectory to
her office and is talking with Bob who is elsewhere, travelling
elsewhere in his car.

The communication takes time — a few minutes — and the
confidentiality between Alice and Bob changes during the
conversation (e.g. trust is low at the beginning, high at the end for
Bob, because Alice is convincing; but it is the contrary for Alice who
terminates the conversation with some doubts...). Part of the
conversation is intimate; the other part just needs integrity (updating
their agenda for the day) with no secrecy; and all the conversation is
done in a noisy environment with poor availability of the
communication channel.

It will be similar for software agents — ‘Astrid’ in a client-server mode
with ‘Batiste’. Security enforcement will depend on the stages of co-
operation between the two applications.

Subjects can be physical individuals or the related programs that they run,
but can also be computers, printers, or routers that do a certain job in the
cyberspace. Objects can be files, documents, or content (voice, image,
video, database, etc.). Subjects can perform operations on objects. These
operations will be licit or not, depending upon the region of the ambient
intelligence space. These subjects and objects are autonomous, though
not independent. Subjects move through this cyberspace and meet other
subjects with other security policies. When they meet together, they
negotiate their joint security policy.

The old OSI model based around client-services and fixed bilateral
relationships between people is disappearing. In today’s mobile world,
relationships are both open and closed. In Aml Space, security policies
cannot be defined top-down. Security must be defined for each ‘salient’
subject and object in each region of the cyberspace by a security policy
which takes into account the locality — in space and time.

Security policies in this environment must evolve, adapting in accordance
with our experiences. Such approaches may be very different from present
approaches to computational security policies, but may better embody
our approaches to real-world person-to-person trust policies. This is the main
new feature of the new paradigm for security in Aml Space.
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Approaches to security in Aml Space

Solutions to these new security requirements are likely to lie in designing
new intermediation services to manage the interfaces between
telecommunications operators, users and service-providers, offering
security protocols yet to be invented. They will need to support four new
underlying ideas:

1. A medium exists, which is a cyberspace with ubiquity of
communications (internet, GSM, 802.11, Bluetooth, etc.) and ubiquity of
computations (grid concept, new distributed computing, disappearing
computing, etc.). This is a mathematical space (along time t and space
x,y,Zz) which is not isofropic but heterogeneous (in terms of
communication, computation, etc). This space has, for each region,
particular properties in ferms of confidence, in ferms of context ...

2. We will no longer think in terms of ‘bits of information’ (Shannon digital
bits with no semantics) but ‘small programs’ which are intelligent (with a
Turing semantic) and which can decide their actions depending upon
context. For example, a printer is no more just a piece of hardware to
deliver a service, but a Java program with printing methods (Jini SUN
concept); an IP packet is not a part of protocol data with a header
and a user part, an IP packet may be considered as a Java program
which may run on some router, during the trip through networks.

3. There are no longer only two sides to a communication (Alice and Bob,
one emitter and one receiver), but instead there is an open set of
individuals (Agate, Bertrand, Charlotte, David, Elodea ...) who are co-
operating in this cyberspace, exchanging information and sharing
knowledge together. Members of this set are not necessarily all equal.

4. There is no central administration for this Aml space. This means that
there is no single virtual machine to run all the applications, nor one
single trust (and trusted) infrastructure. Instead there will be a distributed
interactive infrastructure with a plural set of compatible local
infrastructures.

Moreover, to implement security in this new world, we will need fo relax
constraints implicit in the preset paradigm:

¢ We must not presume a system which is either secure or ‘breached’,
but one which allows resilient, survivable operation in the face of threats
and actual breaches.

e We need not insist upon security enforcement at the fime of a
transaction or operation: we might instead take measures before or
after. (For instance, with traceability one could perform a retrospective
audit, and take appropriate remedial action.)

e We need not suppose that there is no confidence at all between two
subjects, as is the case with current approaches to security — SSL,
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cryptography, etc. — and therefore implement a full security protocol
for ever. Most of the time this is not necessary. The level of security must
be adapted to suit the circumstances — services on demand,
protection of content ... For some actions, we can envisage ad hoc
and short-lived security — which can be broken perhaps after a few
days for a standard conversation in normal life or after 3 months for a
videogame CD-ROM.

The need for migration

Having said that we need to devise very different security solutions for Aml
Space, we must recognise that the market requires safe and economic
migration from today’s techniques — encryption, SSL, VPN, Firewalls, smart
cards, etc. — to the new, whatever it will be.
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Annex 2: RESEARCH ISSUES FOR SECURITY IN AMI SPACE

ISTAG did not address all security problems, but instead focused on the
problems which are not addressed within the present paradigm:

16

How can we ensure that privately owned information can be shared to
the extent which the owner wishes and no more; how can we detect
breaches of confidence beyond this extent; how can we recover from
security breaches; and what kind of remedies for such breaches can
we provide?e How should we deal with problems of transitivity and
reflectivity (relations of trust when a request or an item of information
travels across a chain of independent points of presence/nodes/links) 2

How can we manage the security associated with the multiple
personalities and roles we will adopt in a multiplicity of relationshipse

How can we manage fluid, spontaneous co-operation, without
imposed or predefined fixed roles and rules?

How can we give the impression of seamless behaviour when moving
through multiple and possibly heterogeneous environments?

Can a ftrusted access capability be build into security protected
environments, enabling emergency help (medical, fire brigade, police)
to intervene efficiently in such environments (e.g. including, for
example, the ‘Personal Environment’ when life-critical help is at stake)?

How can we decide on the aqppropriate policies, strategies,
architectures and allocation of resources in the absence of an
assumed rationale for threatse (September 11t revealed that a
presumption of a rationale for threats based upon economics is no
longer valid: threats might have social or cultural motivations.) How
should changes in rationale over time be seamlessly handled when
they affect multiple environments?

How should liability be linked to (breaches of) confidence in the chain
fromm concept to operation of a device (perhaps embedded), system,
network, or environmente The absence, from the inception, of confined
liabilities may much later slow down or even divert deployment. Can
we include liability in the design rationale?

What measures are there, and what standards should there be, for
dependability, trustworthiness, privacy ... ¢ We must accept that there
can be no absolute guarantees of these attributes, and that measures
might be probabilistic. Cf. SLAs. Should concepts like Design-to-Trust
(DTT) or Design-to-Security (DTS) be developed in these matters, similar
to Design-to-Cost in industrial design. And how can affordability be
balanced with acceptability?
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How should we manage the relationship between identification and
anonymity, so that authentification can be achieved without
compromising privacy¢ Such management must allow optimal
negotiation of relinquishment of privacy for efficiency of service
provision, taking into account the needs of both the service provider
and the consumer.

How can unintentional breaches of security be tolerated and, how can
help be provided to the user so that he can avoid the problem, while
fighting deliberate infrusionse

We need a better understanding of users of all kinds, including content
and service providers, their customers, and the general public. For
instance, do people use existing solutionse If not, why not¢

With Ambient Intelligence and communicating objects, with fluid locall
security policies, how can we be sure, or at least reasonably confident,
that we will avoid pathological emergent behaviour of the total system,
arising from interactions between people, agents, objects, and their
various policies.

ISTAG makes the following observations:

Any rules must be simple, user-understandable, user-friendly and
intuitively usable.

There must be societal acceptability, based on co-operation.

Technology is not enough: any security-related initiative must address
the issues of psychological perception by users, and the forthcoming
security roadmaps should address issues of psychology and markets as
well as technologies.

Security should be:

— an enabler of products and services, not a barrier to their
introduction (cf. the way that safety has become a business enabler
for cars)

— a protector of national assets, not a barrier to their use.

IST in FP6 should not over-focus on one facet of security, and should
address:

— security related to individuals: confidentiality, privacy, and data
protection for personal information and programs, stored and
running on networks, with control which is managed by the owner.
Plurality aspects must be tackled, so that a person may authorize
different people to have different restricted views on these data.
This individual has several contexts (at home, at the office, in his car)
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security related to an open large community (with insiders and
outgoers): how to share knowledge, along time, as the community
evolve, as data and trust change

security related to pervasive computing: security for very small
communicating devices: new OS kernel, new protocols are
required, with minimum security, but with the facility to enable more
sophisticated security in combination with other devices

security related to metacomputing (grid): security of large massively
parallel computations

security related to mobility and configurability: new models, new
protocols are necessary for nomadic communities or mobile
services

security related to protection of commercial assets, including
content, and control of access to them (This would be business-
enabling). The concerns of the content provider, who wants his
rights protected and a level playing field for competition, must be
addressed as well as the concerns of the user. How can content be
securely distributed online via Internet and mobile networks? What
are the new models of communication (security of the transport)
and of preservation (security of the use and access of the data at
the user premises, etc.)?

security related to large infrastructure: how to secure Internet in
Europe, telecom operator infrastructures through Europe, national
assets, large administrations, etc., taking into account their
interconnectedness.

Trust, dependability, security and privacy for IST in FPé



Annex 3: UNRESOLVED SECURITY ISSUES WITHIN THE PRESENT
PARADIGM

Despite the exciting prospects for Aml Space and a new security
paradigm, we must continue to operate within the existing paradigm for
some years and attempt, through the Framework Programme, to resolve a
wide range of issues which remain within the existing paradigm.

The need for online services with valuable content and the need for
protection of content and security of services

WAP and GPRS have been less successful than hoped, with only limited
markets, and UMTS may yet be a failure if there is no market for it.

Moreover, no-one should get carried away with the prospects for a new
generation of intelligent services as the motivation for market growth: there
is a ‘chicken and egg’ problem:

e most services are dependent on availability of content but content
providers are reluctant to make content available on line because
there is no market, and if there were, their content cannot be
protected

o the market cannot develop because there is no content, and the
potential user has no confidence in the privacy or security of the
systems.

Availability of content might outweigh other fears (we all use Account Teller
Machines while knowing of their security weaknesses), but this sfill requires
that the content is provided, which in turn requires its protection.

We should consider both service and content, taking account of the
interests of different players and business models. We need, through R&D,
to find ways to secure online services (security of communication) and also
to protect content once it has been distributed within the end user’s
device, whether TV set top box, PC, or UMTS terminal (probably using a
preservation security model with access restriction, using internal hardware
device, cryptographic protocol, or heuristics).

Psychological perceptions of security

It used to be the case that hackers attacked large organisations. Now,
however, hackers are infruding on the individual's PC. As a consequence
there is still very little confidence in the security of the Internet. Many users
are, at present, uncomfortable giving a credit card number to a ‘virtual
shop'.

If the user experiences a security problem then they feel ‘lost’ — not
understanding what is going on (‘What is a digital certificate’2). Trying to
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access one of our national web sites to make a tax declaration is reported
to be a ‘horrible’ experience and even sophisticated users simply don't
understand what is going on when they see security messages on their PC
screen.

In France, Minitel is more trusted, because it is more comprehensible (or
thought to be, by the users).

So, how might we render security more user-friendly?

The pace of change?

One hypothesis is that technology is progressing more quickly than
people’'s minds can accommodate the developments. In the late
seventies and early eighties only VIPs had phones in their cars. But the rest
of the world wanted them and adopted mobile technology as quickly as it
became available. But the latest changes are coming too fast for the
market and they have no content.

However, there is a counter argument, that these things are not so simply
predictable. In the late eighties the manufacturers doubted that there was
a market for handheld GSM — that they would only be installed in cars and
that the market would be only about 500,000 users. (Instead of the present
figure of around 400 million.)

Is there indeed user-resistance to high rates of change¢ Could it be
overcome?¢ How?e

How to avoid the problem of breaching barriers?

One reason for lack of confidence might be the prevailing ‘firewall’
approach which is secure as long as no-one has got through, but after that
it is definitely no longer secure. In the new paradigm of an Aml Space the
firewall approach to security is unlikely to be viable, but in the nearer term
can we find other ways of managing security without such discrete
vulnerabilitiese

Interdependencies of infrastructures

The criticality of infrastructures has received much attention since
September 111, However, the interdependency between infrastructures —
e.g. between power and communications — exacerbates the problem
considerably. How should this be managed?

A ‘point of trust’?

One counter to the problem of perception, adopted in Germany, is that
one can give credit card details over the telephone and one need not pay
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if there is a problem. On the Internet, though, it is not always clear who is
responsible. Indeed, it differs from country to country. It is difficult fo blame
the operator — or even your ISP — if you get a virus on your PC.

A simple approach to all such security issues would be to extend the
German approach and make the organisation to which one pays money
be responsible for all aspects of security. Typically (at present, at least) this
would be the operator. In that scheme, for instance, with regard to
telephone gambling, it is the operator and not the gambling company
which takes responsibility for security of fransactions.

However, it is not clear that such a single focus will be evident in future in a
complex of interoperating services. But maybe this needs to change so
that somebody does take serious responsibility. This may not be the
operator, and it may be difficult to define who should take such
responsibility, but perhaps the concept of a ‘point of trust’ is important.

Can such a ‘point of trust’ be established? If not in all situations, then in
some? Are there prospects for a third-party ‘point of frust’'e

Is the truly pervasive open system a delusion?

Frequently, security is enabled through proprietary systems (such as media-
guard). It will be difficult fo match such security on all-open platforms. On
the other hand there is some concern that having private networks is, like
the firewall, vulnerable to a single penetration. The ambition of many is to
be able to have secure applications running over an insecure network. Is
this really feasible¢

Deregulation and fragmentation of owners and operators of secure systems

The multiplicity of operators since deregulation makes agreement and
standardisation more difficult, so slowing market development. How might
the processes be accelerated in this environment?

Dependability prediction and analysis of the whole telecommunication
network

Currently, there are no scientific methods to model and predict the
dependability of the whole telecommunication network, including
terminals, for the new packet-switched protocols.

Anonymous incident reporting as a business accelerator

The nature of the security business at present is that it is difficult to know the
frue state of security of many systems because their owners and operators
are unwilling fo release information about security breaches. Moreover the
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improvement of security is hindered similarly and by unwilingness to share
information about breaches.

Would a palliative be to infroduce a system of incident reporting, similar in
concept to Air Traffic Control incident reporting, in which people who
indicate security breaches would be protected? Intermediaries might be
established to handle such reporting and its analysis sensitively.
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