
NEW TECHNOLOGIES FOR REMOTE OBSERVATION AND 
VERIFICATION OF ELECTRONIC VOTES:

S.Ablameyko, N.Kalosha, V.Lipen, D.Lipen,

VERIFICATION OF ELECTRONIC VOTES: 
FOUNDATIONS OF A BETTER E-VOTING SYSTEM

United Institute of Informatics
Belarusian State University

United Institute of Informatics 
Problems of National Academy of 

Sciences of BelarusMinsk, 2009



Our experience in the field of e-voting
• 1999-2000. Developing the model of e-polling for 

Central Election Comity of Belarus.

Patents, diplomas, certificates of 
implementation.

• 2003-2004. Developing the experimental sample 
for Kazakhstan. Patenting a state-scale e-voting 
framework. Developed solutions implemented in 
“Sailau” e-voting system (1446 stations).g y ( )

• November, 2004. Experimental sample presented 
at PTS-2004 exhibition (Minsk).

• 2005-2007. Study of e-voting as a public 
information ser iceinformation service.

• April, 2007. Presentation at E-Gov-07 (Prague).
• 2008. Started developing an experimental system 

based on new ideas
Presentation of «Electronic Voting 
System» at PTS-2004
(Perspective Technologies & Systemsbased on new ideas.

• 2008. Presentation of the new approaches at 
EDem-08 (Krems).

• 2009. Further development; creation of a detailed 
d l f h W b l d h ifi i

(Perspective Technologies & Systems, 
Minsk, 2004)

model of the Web-portal and the verification server.
• EDem-09, as second attempt to attract attention of 

European scientists to our proposals. Finding the 
partners for joint project. Finding the program orpartners for joint project. Finding the program or 
foundation for financial supporting efforts  to 
complete Demonstration sample of e-vote system.



Current state of public elections
• Voting by paper bulletins, e-voting using kiosks or voting machines.
• Voting by SMS over the Internet at home or in the office

Voting modes:

• Voting by SMS, over the Internet at home or in the office.

EU iti l i i t t i l ti t (40% ti i ti )
Observations:

• EU citizens are losing interest in election events (40% participation).
• Paper bulletins are still widely used.
• Disadvantages: prolonged tallying, requires extensive human resources, 
subject to tampering. 
• Results: citizens distrust electoral institutes, political apathy
(examples: Russia,  Belarus, Moldova).
Handwritten signatures used to confirm registration at the polling stations or given 
in support of presidential candidates or political parties invite counterfeiting on both 
sides as reliable verification of thousands of signatures is impossible

( p )

sides as reliable verification of thousands of signatures is impossible.

Side effects of unreliable election technologies: unrest in Georgia, Kenya, 
Zimbabwe, Iran, Gabon and other countries. Authoritarian rulers encourage 

hi ti t t i d th i liti l iti fl i thmachinations to stay in power, and their political opposition uses flaws in the 
electoral system as pretext to denounce election results and incite violence.



E-voting: panacea or a source of new problems?

• India, Brazil, several USA states 
– used widely

• Hungary – political parties 
oppose e-voting

• Estonia 7% adoption
• Russia – approbation of SMS 

and Internet voting
G

• Estonia – 7% adoption 
rate

• Kazakhstan – 30% 
adoption rate• Netherlands, Germany, Austria, 

Switzerland – active development 
& implementation

adoption rate
• Germany – electronic 

votes given in 2005 have 
b ll d i thi& implementation been annulled in this year

Despite their disadvantages, paper ballots remain the most 
popular means of voting. Why?

• Electors are concerned about their privacy
• Electronic elections offer even less transparency compared 

popular means of voting. Why?

p y p
to traditional paper ballot voting

Neither paper ballots nor today’s e-voting systems allow 
one to verify how his or her participation and individualone to verify how his or her participation and individual 
vote contributes to the country-wide election results



New foundations of e-voting g
systems:

I d d t t id t f l t i• Independent outside system of electronic 
supervision

• Different modes of voting utilize a single secure• Different modes of voting utilize a single secure 
identifier of the elector

• Elector registration data and anonymous votingElector registration data and anonymous voting 
results are recorded and presented on the Web 
portal after the election event

• Any elector can verify his or her registration at 
the election event as well as his or her vote
R t b bl t it th• Remote observers are able to monitor the 
election event and even tally the votes 
themselvesthemselves



The proposed e-voting framework
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Voting technologies which use SIDs as personal passwords



Data flow
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Verification of elector registrationg



Votes given to different candidates



Individual vote verification

For SMS vote verification dial 4936.

Web-portal: e-vote.basnet.by

Your vote confirmation number:

007 007 1046



Votes given to different political parties



Votes given in a referendumg



End of the presentation

Thank you for your attention.
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