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Abstract

The research on the preservation of digital records, developed in the Information Science Post-
Graduation Program at Universidade Federal de Minas Gerais — UFMG (Brazil) using a transdis-
ciplinary approach, has investigated the computer environment of medium and large Brazilian
public organizations, in order to identify factors that play a key role in ensuring the long term
preservation of their records. This paper presents an overview of the research, outlining the objec-
tives and methodology, summarizing the conceptual analysis, and discussing its main findings,
including 160 critical factors for long term preservation of digital records, and a digital preserva-
tion information model showing relationships between objects, actors and actions.
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Introduction

The increasing production of digital documents, mainly documents originally created in the digi-
tal environment, has threatened the human capacity of using these records as reliable information
sources, due to the new challenge imposed by their preservation. As stated by our Spanish col-
league Vasquez de Parga on UNESCO’s 1998 World Panel on Communication and Information,
digital preservation is probably “the greatest challenge facing the archive community throughout
the world - the challenge of accepting its full responsibility for ensuring adequate archival proc-
essing of these new records and incorporating them fully into their countries’ archival systems so
that historical memory can be permanently preserved, administrative agencies can function prop-
erly and citizens’ rights, based on the evidential and legal value of such records, can be pro-
tected”.

While valuable studies have been undertaken in many countries to preserve digital records, as
well as its challenging issues, preservation requirements and archival functions, an academic re-
search has developed in the Information Science Post-Graduation Program at Universidade Fed-
eral de Minas Gerais — UFMG (Brazil) investigated the computer environment of medium and
large Brazilian public organizations, in order to identify factors that play a key role in ensuring
the long term preservation of their digital records.
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functions. Challenging issues have been studied by a number of authors (Beagrie & Jones, 2002;
Brand, 1999; Bullock, 1999; Conway, 1996; European Commission, Interchage of Data between
Administrations [EC/IDA], 2001; Hedstrom, 1997/1998; International Council on Archives,
Committee on Electronic Records [ICA/CER], 1997; Lusenet, 2002; National Library of Austra-
lia, 2003; Public Records Office [PRO], 1999; Rothenberg, 1999; Thibodeau, 2001; Watters &
Garret, 1996). This literature allows grouping the challenging issues into the following categories:

I - Lack of evaluation policies. The impact caused by the definition of selection criteria is very
crucial in the digital environment. The digital document which is not selected in the initial phases
of its lifecycle, is likely to be lost or become useless in the future.

II - Lack of descriptive policies. The complex nature of technology demands a rather detailed
descriptive approach, i.e. metadata to digital objects for maintenance. Metadata for both internal
and external document elements became crucial.

III - Physical vulnerability. Hardware and storage media are inherently unstable and, without
the appropriate installation and maintenance, they can deteriorate very quickly, even if they do
not seem to be damaged externally.

IV - Logical vulnerability. The digital environment is sensitive to changes (some emerge from
the management needs itself) which can compromise the integrity, authenticity, and the history of
digital objects.

V - High technological obsolescence. The technology renewal cycle is short (3-5 years) as op-
posed to decades and centuries associated with the preservation of physical objects.

VI - High technological dependence. All digital objects require specific hardware and software
to be accessed and each of these elements generally requires contract agreements, which are com-
monly difficult to negotiate.

VII - Difficulty in recruiting properly qualified staff. The technology involved in accessing
digital objects requires a significant diversity of activities that can be performed by scarce spe-
cialists.

Another part of the preservation literature focuses on preservation requirements. Based on the
reference model Open Archival Information System — OAIS, Bullock (1999) identified actions
(“requisites”) to be observed step-by-step in the preservation of electronic records. They are:

I - Fixing the object as a discrete whole. The boundaries of a digital object are not clear, espe-
cially if it is compound object created by assembling different media or by linking to resources
from around a network.

II — Preserving the physical presence. It refers to keeping the computer file, the series of 1s and
0Os that are the basis of a digital object.

I1I - Preserving the content. It refers to keeping the ability to access the content at its lowest
level (e.g., ASCII text) without the embellishments of font variations and layout features.

IV - Preserving the presentation. It refers to keeping the original look of a digital object. The
layout specifications must also be preserved, especially when they contribute significantly to the
understanding and interpretation of the content. Layout specifications include different font faces
and sizes, the use of white space, columns, marginalia, headers, footers, pagination, and so on,
sometimes separated from the content.

V - Preserving the functionality. It refers to keeping the dynamic aspects of a digital object
(e.g., multimedia components, the hypertext format, the capability of generating dynamic content
automatically from data stores, navigation functions, and interactive tables of contents).
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VI - Preserving the authenticity. It refers to securing digital object against unauthorized
changes and monitoring digital object through multiple 'copying' cycles to ensure that each copy
is an acceptable rendition of the original.

VII - Locating and referring to the original object over time. It refers to being able to match a
citation to a digital object, and to distinguish it from other versions or editions.

VIII - Preserving provenance. It refers to asserting the origin and chain of custody of an object
and contributes to define it as a whole. This helps to confirm that the work is authentic and its
content is intact.

IX - Preserving context. It refers to describing the hardware and software dependencies of a
digital object, and its mode of distribution and linkages to other digital objects.

The third segment of the preservation literature concerns archival functions. Open Archival In-
formation System (OAIS) has identified particular archival functions (see Consultative Commit-
tee for Space Data Systems [CCSDS], 2002). They are:

I - Ingest. The OAIS entity that contains the services and functions for accepting Submission In-
formation Packages from Producers, preparing Archival Information Packages for storage, and
ensuring that Archival Information Packages and their supporting Descriptive Information be-
come established within the OAIS.

II - Archival storage. The OAIS entity that contains the services and functions for storing and
retrieving Archival Information Packages.

I1I - Data management. The OAIS entity that contains the services and functions for populating,
maintaining, and accessing a wide variety of information. Some examples of this information are
catalogs and inventories on what may be retrieved from archival storage, processing algorithms
that may be run on retrieved data, consumer access statistics, consumer billing, event based or-
ders, security controls, and OAIS schedules, policies, and procedures.

IV — Administration. The OAIS entity that contains the services and functions for controlling
the operation of the other OAIS functional entities on a day-by-day basis.

V - Preservation planning. The OAIS entity that contains the services and functions for moni-
toring the OAIS environment and for providing recommendations to ensure that the stored infor-
mation remains accessible to the designated community over the long term, even if the original
computational environment becomes obsolete.

VI — Access. The OAIS entity that contains the services and functions for accessing the archival
information holdings and related services.

Methodology

The lack of a standard research methodology in the digital preservation field required the devel-
opment of a specific process of investigation. Initially, since digital records exist in a complex
context, a key instrument to identify digital preservation factors during the data collection phase
was created. According to Chiavenato (1987), the organization can be seen as a system that oper-
ates through interrelated and interdependent variables summered as activities, management, peo-
ple, environment and technology. These five organization variables, extended and enriched by
OAIS reference model (Consultative Committee for Space Data Systems [CCSDS], 2002) and
other General Management theories (Blau & Scott, 1970; Bowditch & Buono, 1997; Champion,
1985; Hall, 1984; Miranda & Inacio, 1978) resulted in the Digital Object Context Model, a simple
diagram shown in Figure 1.
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Figure 1: Digital Object Context Model
Source: Thomaz, 2004

The Context Model includes 13 organization variables, as follows:

I Archival Digital Object: digital object created in the course of an activity, as a mean for and
byproduct of it, and kept for future access;

II Storage Media: different types of physical materials in which the archival digital object is re-
corded and stored, like floppy disk, hard disk, tape and optic disk;

I1I Presentation Software: software which is needed to present all or part of an archival digital
object, in a way that people can understand;

IV Processing Hardware: hardware which is needed to process the storage media and run the
presentation software;

V Maintenance Activity: organization action which aims at properly keeping — in order, run-
ning, updated, etc. — the archival digital object, the storage media, the presentation software, the
processing hardware and the facility;

VI Business Activity: an organization action which aims at carrying on the organization busi-
ness;

VII Officer: a person, often a technician or a lower employee, who performs the maintenance
activity;

VIII Producer: a person or client-system that produces the archival digital object to be stored;
IX Consumer: a person or client-system interested in the archival digital object;

X Third Party: a person or organization that makes products, provides services, or certifies — to
declare true, accurate, certain by formal statement — a digital object, technology and facility;
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XI Facility: a physical space holding processing hardware or storage media;

XII Management: an organization structure that is needed to perform the maintenance and busi-
ness activities;

XIII Environment: all the conditions, circumstances, and influences surrounding, and affecting
the development of the organization.

The relationships between the organization variables show how the center depends on the periph-
ery. In fact, the Archival Digital Object depends on the Storage Media where it is recorded, on the
Presentation Software that interprets it, on the Processing Hardware that reads and processes it,
on the interaction between Maintenance Activity, Business Activity, Officer, Producer, Con-
sumer, Third Party and Facility that manages it, on the Management to establish preservation
policies, and finally, on the Environment in which it is kept.

Due to the difficulty of studying actual cases of long-term digital preservation in Brazil, as dem-
onstrated by Santos (2002), it was necessary to establish the technology change project, a process
involving the substitution of any hardware/software components in a computer environment, as
an initial object of analysis. In this sense, a technology change project could be considered as in-
duced obsolescence. It was presumed that an investigation of the different elements of this chang-
ing process, recently promoted by any organization, could reveal a set of essential factors related
to digital preservation. The reason was that this changing process represents a high level risk for
preservation, since the data must go through a migration procedure from the environment in
which they are controlled and stable, to a new environment, without losing any of their original
characteristics.

The primary objectives of the research included increasing knowledge in the digital records pres-
ervation field. This general objective, if reached, could stimulate the emergence of new works
and research projects that would complement this initiative. As a specific objective, the research
looked for digital preservation factors, i.e. those elements that must be controlled to ensure the
long term preservation of digital records. In other words, it aimed at identifying the constraints
that should be taken into account to reduce the risk of losing digital records.

The definition of scope and primary objectives were conducive to a qualitative approach. In this
kind of investigation, the researcher acts as an interpreter of the reality, developing concepts,
ideas, and understandings of the object of study based on the patterns found in the data. As re-
search methodology, a mix of case studies, grounded theory, interviews, documents analysis, fo-
cus groups and peer reviews were chosen, in which one method complemented the other.

The following companies took part in the research: Companhia Energética de Minas Gerais —
CEMIG (Power Company of the State of Minas Gerais), Companhia de Saneamento Bésico de
Minas Gerais — COPASA (Water Company of the State of Minas Gerais), Empresa de Infor-
matica e Informagao do Municipio de Belo Horizonte — PRODABEL (Computer and Information
Company of the City of Belo Horizonte), and Companhia de Tecnologia da Informacao do Estado
de Minas Gerais — PRODEMGE (Information Technology Company of the State of Minas
Gerais). These companies hold many of the digital records of the State of Minas Gerais and of the
City of Belo Horizonte, and are responsible for the safekeeping and administration of these re-
cords. The potential interest in the results of this study on the part of other Brazilian utilities com-
panies was another reason for the choice of these case studies.

From all the technology change projects successfully promoted during the period 2000-2002 by
the companies that took part in the research, sixteen were selected to have their technical records
analyzed. These records were 71 documents totaling 522 pages (e.g., minutes, memoranda, corre-
spondences, procurement documents and technical studies). The documents were generated dur-
ing the projects using a variety of methods, both conventional and digital. This constituted the
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first object of study in the data collection phase. The period of three years was considered ideal
for the investigation, because of the average technology renewal cycle identified by the relevant
literature (Brand, 1999; Hedstrom, 1997/1998). Figure 2 shows the distribution of the investi-
gated projects for each company as well as the type of component involved in the technology
change.

Comp1 | Comp2 | Comp3 | Comp4 Total

0O Hardware 1 3 0 0 4
O Software 0 2 1 2 5
O Hardware/Software 1 1 3 2 7

Figure 2: Number of investigated projects per company and
type of element involved in the technology change
Source: Thomaz, 2004

Two categories of respondents were interviewed in the investigated companies. The first category
involved four technical support managers who were interviewed at the beginning of the data col-
lection phase. A technical support manager is a middle level manager associated with the com-
puter industry who manages, plans and supervises technical support activities, including hardware
and software studies, controls the performance of systems and technical resources in order to cor-
rect irregularities, and suggests modifications, improvements, upgrades and adjustments of in-
formation systems in order to attend to new user requirements. The second category of respon-
dents covered 40 computer specialists, including system analysts and technicians (programmers)
that had at least five years of work experience and participation in one technology change project.
These respondents volunteered to take part in the evaluation process of the digital preservation
factors.

Overall, the data collection phase was performed through four steps:

I — Interview with a technical support manager of each company to describe the company itself
and list the technology change projects concluded during the period 2000 until 2003.

I — Documents analysis of projects to identify the first candidates to digital preservation factor

III — First interaction with computer specialists, gathered into eight focus groups, to validate and
refine the set of digital preservation factors

IV — Second interaction with computer specialists through e-mail to finalize the set of digital
preservation factors.
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All these activities required several research tools, 14 in total, gradually refined step-by-step.
Through an interactive process of data collecting, analyzing, evaluating, consolidating and ar-
ranging, a repetitive cycle seeking a better specification and quality of the information, the re-
search evolved from the raw data, found in the project records, to the last interaction with the
computer specialists to evaluate the relevance of a group of digital preservation factors and the
associated Glossary.

It is interesting to note that during the research process, the professionals of the investigated or-
ganizations realized the relevance of the topic of digital preservation, even though there was no
previous actual concern towards it. The involvement of those professionals, extremely competent
workers that embraced the investigation was another strong element of the study, contributing to
a good researcher-respondent relationship and the study’s results.

Findings
The study identified 160 digital preservation factors (see Appendix). A Glossary with 366 entries
detailing the meaning of organization variables, digital preservation factors, and associated terms
was also produced. In addition, Figure 3 shows the distribution of the digital preservation factors
according to the organization variables in the model depicted in Figure 1. The frequencies of the
factors indicated that the organization variables Environment, Maintenance Activity, Archival
Digital Object, and Storage Media, should demand greater preservation efforts since most of the
factors reside in these classes.
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Figure 3: Distribution of Digital Preservation Factors per Class of Objects
Source: Thomaz, 2004

In order to validate and consolidate the research findings, the digital preservation factors were
analyzed in light of the key aspects discussed in the literature review section: challenging issues,
preservation requirements and archival functions. A table was constructed with the factors as
rows and these aspects, as columns. Next, each pair factor/aspect was tested on the following
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question: “Does this factor contribute in any way to this aspect?” For example, “Does digital ob-
ject identification contribute in any way to lack of evaluation policies?”, “Does digital object
identification contribute to lack of descriptive policies?” and so on. The answer for each pair was
based upon their definitions. Each cell was filled with an “X”, in case of a positive answer, or left
blank, in case of a negative answer. Then, a histogram was build with the occurrences of factors
by aspect. The construction process of these tables involved discussion with and revision by
peers.

Regarding seven challenging issues, the results, shown in Figure 4, indicated that the highest con-
centrations of digital preservation factors are on Physical Vulnerability, with 61 factors, Logical
Vulnerability, with 49 factors, and Technological Obsolescence, with 27 factors. Hence, physical
and logical vulnerability should constitute the main digital preservation concerns, and not techno-
logical obsolescence.
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Figure 4: Distribution of Digital Preservation Factors per Challenging Issue
Source: Thomaz. 2004

Regarding nine preservation requirements, the results, shown in Figure 5, indicated that the high-
est concentration of digital preservation factors are on Preserve the Content (75 factors), Preserve
the Physical Presence (71), Preserve the Presentation (41), and Preserve the Functionality (40).
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Figure 5: Distribution of Digital Preservation Factors per Preservation Requirement

Source: Thomaz, 2004

Also, regarding six archival functions, the results, shown in Figure 6, indicated 75 factors for
Administration, 50 for Preservation Planning, 17 for Archival Storage, 9 for Access, and 6 for
both Ingest and Data Management.
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Figure 6: Distribution of Digital Preservation Factors per Archival Function
Source: Thomaz, 2004
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During the analytic process, based on the comparison among organization variables, digital pres-
ervation factors, and literature, it was noticed that new findings could contribute to extend or de-
tail Figure 1. In fact, new approaches were developed, leading to the Digital Preservation Infor-
mation Model, elaborated using the Unified Modeling Language — UML’s class diagram, shown
in Figures 7a to 7b in the Appendix. In addition to the relationships between the organization
variables identified in the Context Model, the developments, which define the different ap-
proaches and roles, are also depicted. The Information Model starts with the Management han-
dling the other internal organization variables. Producer performs one or more Business Activity
that generates zero or more Groups of Records, and some of them are designated as Long-
Preservation Group. A Long-Preservation Group contains one or more Records, and some of
them are Digital Records. A Digital Record is composed of one or more Digital Objects that are
recorded on certain Storage Media and presented by specific Presentation Software, both proc-
essed by compatible Processing Hardware. This technological complex — Storage Media, Presen-
tation Software and Processing Hardware — is maintained by one or more Maintenance Activities
performed by one or more Officers. It also supports one or more Business Activities that support
one or more Consumers. At the end of the figure it is possible to see the influence of the Envi-
ronment over all internal organization variables in terms of change/evolution, including the Man-
agement itself.

There are some aspects to be highlighted in the Information Model: the transition of Group of
Records to Long-term Group (Figure 7b) that would involve a complex decision-making; the
multiplicity of the Record and the delimitation of the Digital Objects which compose the Record
(Figure 7b); the Maintenance Activities, if they do not assemble enough information on the tech-
nological components, can lead the whole model into a collapse (Figure 7c); and the difficulty in
evaluating influences of the Environment over the various organization variables (Figure 7d; see
Appendix).

Also, the association of Information Model and digital preservation factors provides a broad un-
derstanding of what is necessary to ensure the careful preservation of digital records over a long
term, taking into account the three functional categories of metadata identified by the Working
Group on Preservation Metadata [PMWG] (2001):

I Descriptive: facilitating source discovery and identification;
II Administrative: supporting source management within a collection;

I Structural: binding together the components of complex information objects.

Conclusion

The results of this study are relevant for different fields, including archival science, computer sci-
ence, and information science. The methodology used has proven to be extremely effective, and
provided the desired precision.

The Digital Preservation Information Model and associated factors offer a holistic view of the
digital environment and provide the information professional and/or researcher with a more accu-
rate analysis of its components. Any particular instance of a digital archive finds itself mirrored in
the Information Model, allowing each mentioned aspect to be the object of implementation and
detailed study, so that the professional or researcher does not forget any component or lose the
sense of the whole.

Our Information Model recognizes the highly distributive nature of digital records in the organi-
zation and the need for local implementation of effective policies and procedures to support its
preservation. Among the classes involved in long-term digital preservation, besides the conven-
tional hardware-software-data triad, it also considers the Officer, the Supplier, the Manufacturer,
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the Certifier, the Storage Media, the Computer Room, the Storage Room, the Management and
the Environment. There is also a great amount of digital preservation factors inside the classes,
which will have to be taken into account no matter what position the class takes in the Informa-
tion Model.

Overall, the Digital Preservation Information Model and associated factors offer a guidance for:

e gaining a broad understanding of the organization variables involved in the preservation
of and access to digital records over a long term;

e describing and comparing current and future digital preservation strategies;

e providing a foundation that may be expanded by other efforts to address long term pres-
ervation of records that are not in digital form (e.g., paper, microfilm etc.); and

e cuiding the identification and generation of new standards.

The major research findings — Digital Preservation Information Model, associated factors, and
comparisons with other key aspects of digital preservation literature — represent innovative and
original approaches, and may constitute useful tools for digital preservation management, since
they allow the evaluation of risks associated with the necessary decision-making. For example,
once a digital preservation program is planned, the overlooked factors would automatically reveal
the related risks, that is, the factors, challenging issues, preservation requirements and/or archival
functions which were weakly or not at all considered. Uncertainty reigns in the absence of infor-
mation (Giddens, 1991). In contrast, information transforms uncertainty into a risk, that is, in the
probability that a certain negative effect may occur. The risk can be better predicted and managed
when there is sufficient and precise information. These tools, once they represent the current
state-of-the-art, should be constantly revisited and updated so that they can be adapted to new
solutions generated by the evolution of technologies and processes.

Finally, the research progressed from theory to praxis, since this path provides instruments of ef-
fective concreteness. This fact is relevant because of the urgency of researches, discussions and
practices related to the subjects of heritage and memory.
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ID NAME
01 — Archival Digital Object
01.01 |digital object identification
01.02 |digital object type
01.03 |digital object address
01.04 | digital object function
01.05 |digital object justification
01.06 | digital object security
01.07 |digital object expiration
01.08 | digital object context
01.09 |digital object agreement
01.10 |digital object representation
01.11 |digital object compression
01.12 |digital object prevention
01.13 | digital object certification
01.14 |digital object logical protection
01.15 |digital object description
01.16 |digital object presentation
01.17 |digital object semantic
01.18 | digital object contingency
01.19 |digital object responsability
01.20 |digital object area
01.21 |digital object volume
01.22 |digital object generation
01.23 | digital object access
01.24 | digital object provenance
01.25 |digital object history
02 — Storage Media
02.01 |storage media identification
02.02 | storage media type
02.03 | storage media format
02.04 | storage media address
02.05 |storage media certification
02.06 |storage media expiration
02.07 |storage media requirement
02.08 | storage media constraint
02.09 | storage media agreement
02.10 |storage media description
02.11 |storage media prevention
02.12 | storage media physical protection
02.13 | storage media logical protection
02.14 | storage media contingency
02.15 |storage media disposition
03 — Presentation Software
03.01 | presentation software identification
03.02 | presentation software type
03.03 | presentation software certification
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ID NAME

03.04 | presentation software expiration

03.05 | presentation software requirement

03.06 | presentation software constraints

03.07 | presentation software agreement

03.08 | presentation software user interface

03.09 | presentation software interface

03.10 | presentation software description

03.11 |presentation software logical protection

03.12 | presentation software prevention

03.13 | presentation software contingency

04 — Processing Hardware

04.01 | processing hardware identification

04.02 | processing hardware type

04.03 | processing hardware certification

04.04 | processing hardware expiration

04.05 | processing hardware requirement

04.06 | processing hardware constraint

04.07 | processing hardware interface

04.08 | processing hardware agreement

04.09 | processing hardware description

04.10 | processing hardware prevention

04.11 |processing hardware physical protection

04.12 | processing hardware logical protection

04.13 | processing hardware contingency

05 — Maintenance Activity

05.01 | maintenance activity identification

05.02 | maintenance activity description

05.03 | maintenance activity agreement

05.04 | digital object efficacy

05.05 |digital object prevention efficacy

05.06 | digital object certification efficacy

05.07 | digital object logical protection efficacy

05.08 | digital object contingency efficacy

05.09 | storage media efficacy

05.10 |storage media occupation

05.11 |storage media prevention efficacy

05.12 | storage media physical protection efficacy

05.13 | storage media logical protection efficacy

05.14 |storage media contingency efficacy

05.15 |storage media disposition efficacy

05.16 | presentation software efficacy

05.17 |presentation software prevention efficacy

05.18 | presentation software logical protection efficacy

05.19 | presentation software contingency efficacy

05.20 | processing hardware efficacy

05.21 | processing hardware occupation

05.22 | processing hardware prevention efficacy
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1D NAME
05.23 | processing hardware physical protection efficacy
05.24 | processing hardware logical protection efficacy
05.25 | processing hardware contingency efficacy
05.26 | officer efficacy
05.27 | third-party efficacy
05.28 | facility efficacy
05.29 | facility efficacy
05.30 | facility prevention efficacy
05.31 | facility physical protection efficacy
05.32 | maintenance cost
06 — Business Activity
06.01 | business activity identification
06.02 | business activity requirement
07 — Officer
07.01 | officer identification
07.02 | officer qualification
07.03 | officer qualification expiration
08 — Producer
08.01 | producer identification
08.02 | producer qualification
08.03 | producer qualification expiration
09 — Consumer
09.01 | consumer identification
09.02 | consumer qualification
09.03 | consumer qualification expiration
09.04 | consumer security credential
09.05 | consumer security credential expiration
09.06 | consumer access right
09.07 | consumer access right expiration
10 — Third-Party
10.01 | third-party identification
10.02 | third-party qualification
10.03 | third-party qualification expiration
11 — Facility
11.01 | facility identification
11.02 | facility certification
11.03 | facility
11.04 | facility prevention
11.05 | facility physical protection
12 — Management
12.01 |organization policies and strategies
12.02 | organization structure
12.03 |budget
13 — Environment
13.01 |digital object relevance
13.02 | digital object representation reliability
13.03 | digital object compression reliability
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ID NAME
13.04 |digital object prevention reliability
13.05 | digital object certification reliability
13.06 |digital object logical protection reliability
13.07 | digital object contingency reliability
13.08 |storage media reliability
13.09 |storage media format reliability
13.10 | storage media prevention reliability
13.11 |storage media physical protection reliability
13.12 | storage media logical protection reliability
13.13 |storage media contingency reliability
13.14 | storage media disposition reliability
13.15 |presentation software reliability
13.16 | presentation software user interface reliability
13.17 | presentation software interface reliability
13.18 | presentation software prevention reliability
13.19 |presentation software logical protection reliability
13.20 | presentation software contingency reliability
13.21 | operational system reliability
13.22 | database reliability
13.23 | processing hardware reliability
13.24 | processing hardware interface reliability
13.25 |processing hardware prevention reliability
13.26 | processing hardware physical protection reliability
13.27 |processing hardware logical protection reliability
13.28 | processing hardware contingency reliability
13.29 |digital object readability
13.30 |digital object presentation reliability
13.31 | maintenance specialist availability
13.32 | third-party reliability
13.33 | facility reliability
13.34 | facility prevention reliability
13.35 | facility physical protection reliability
13.36 |technology alert
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