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1 Introduction to the Project “Benchmarking in a Policy Perspective”

1.1 Objectives 

The project “Benchmarking in a Policy Perspective” was started by the European Commission in January 2006.

The objective of the “Benchmarking in a Policy Perspective” project initiated by the European Commission is to carry out an in-depth analysis of the results of the annual Information Society Surveys of households and enterprises and to relate them to a number of specific themes. The aim is to address areas beyond simple ICT connectivity and highlight intensity of use and wider impact on individuals, enterprises and communities.

1.2 Expected Outcomes

The project develops Topic Reports for which an in-depth analysis of available survey results is carried out. Up to now the following reports have been produced. A further report will include the topics security and consumer protection. Also, a summary of key findings will be delivered at the end of the project.
Table 1‑1  Topic Reports produced by the project “Benchmarking in a Policy Perspective

	No.
	Topic
	Date

	1
	e-Business and the reorganisation of business processes
	March 2006

	2
	Use of broadband 
	May 2006

	3
	Take up of advanced services
	July 2006

	4
	Use of public services on line (including eGovernment and eHealth)
	September 2006

	5
	Inclusion 
	November 2006

	6
	Digital literacy and ICT Skills
	April 2007

	7
	Recommendations for two questionnaire modules on e-commerce and trust
	June 2007


Each topic report has so far covered the following items:

· Review of the basic concept and policy issues related to the theme, 

· An analysis of past and current Community survey results to provide an overview of progress in the EU, 

· A comparison with existing empirical evidence on the same issue to assess the robustness of the results and provide additional qualitative analysis,

· An investigation of international sources to compare EU achievements with its main competitors,

· A proposal for re-wording or expanding the questionnaire used by EUROSTAT for future surveys.

This report is an exception from this and will only contain recommendations regarding the e-commerce and trust related parts of the Eurostat questionnaires. 
2 Definition of "trust" and "confidence"

For the present report, we define trust as the expectation of goodwill and cooperative behaviour of other persons. Trust as so defined is at the root of any economic interaction and an economic substitute for transaction costs or commitment. Confidence in ICT systems and ICT-based services can be seen as the belief that the system or technical infrastructure of the service will respond in a usable fashion and as expected. Thus trust and confidence are together necessary for the consumer to expect the desired outcome from using an online or other ICT-based service. (Cf. Increasing Trust and Confidence of Consumers in the Information Society (ConsTrust) Study Final Report, to be published).
A first brainstorming collection of trust issues in e-commerce resulted in the following table. Households are here expected to be buyers, while enterprise may be both sellers (B2C, B2B) and buyers (B2B).

Table 2‑1  Some trust issues in online transactions

	
	Household
	Enterprise 

	Buyer is concerned about making payments online  (( Which payment methods enjoy higher confidence than others?)
	●●
	●

	Buyer is concerned about privacy issues when making a purchase online 
	●●
	●

	Buyer is concerned about business practices of the seller (e.g. whether timely delivery is ensured)
	●●
	●●

	Buyer is concerned about the product itself (forged goods, black market goods) 
	●●
	●●

	Buyer is concerned about the quality of the product (second quality, returned goods)
	●●
	●

	Buyer is concerned about the delivery of the product
	●●
	●

	Buyer is concerned about  hidden costs (shipping costs) 
	●●
	●

	Buyer is concerned about the identity of the seller (risk of fraud)
	●●
	●

	Seller is concerned about the identity of the buyer 
	-
	●●

	Seller is concerned about the creditworthiness of the buyer (e.g. in B2B)
	-
	●●

	Buyer is concerned about the legal certainty of the agreement in cross border trade
	●●
	●●

	Seller is concerned about the legal certainty of the agreement in cross border trade
	-
	●●

	Buyer is concerned about the enforceability (and its costs) in cross border trade
	●●
	●●

	Seller is concerned about the enforceability (and its costs) in cross border trade
	-
	●●

	Relevance:

	●●
	Very relevant

	●
	Relevant

	-
	Not relevant


3 Household Survey
3.1 Previous surveys
E-commerce questions in previous Eurostat surveys covered the following issues:
E-commerce related 

· When last bought online (private purpose, excluding per e-mail)

· What types of goods in last 12 months (12 different types +other)

· If bought any electronic services delivered via internet

· If bought from national sellers, sellers from EU, elsewhere (2008)

· If bought from retailers known from Internet or outside the Internet (2005, 2006)

· Value of goods and services purchased (suspended after 2004)

E-commerce and trust related 

· If problems encountered when buying on the internet (2006)

· Kind of problems encountered  (2005, 2006)

· Reasons for not buying / ordering  (2006)

3.2 Dimensions of consumer online shopping
Interview questions in the household survey usually relate either to having access to some kind of ICT product or to actually using a piece of equipment or actually using a service. It is always easier to survey hard facts such as having access to, or having used, ICT in the household in a given reference period than to survey awareness, feelings, attitudes, and opinions.

Trust related questions may ask on the one hand for actual experiences of fraud, and on the other for trust as being relevant for action and non-action.

Experiences of trust abuse, fraud, malpractice or being taken advantage of in any other kind, may be subjective matters - some may be disputed unless one asks for legally effective court decisions, yet they are surveyed more easily than attitudinal questions that try to ask for aberrations from a perfect world in which consumers can always rely on the good intentions of sellers – although of course such a perfect world never existed neither in the realm of brick-and-mortar shopping nor in online shopping. 
Trust or its absence, therefore, is not always directly measurable. It may change or influence consumers' behaviour in that it works as a barrier and prevent a purchase altogether, it may redirect consumer purchases to other channels or vendors, and it may make consumers look for signals of trustworthiness.

On a generic level, questions with regard to consumer trust and e-commerce should reflect the following levels of action: 
· Awareness of perils and trust relevant features
· Looking for signals of trustworthiness

· Barriers relevant to purchasing

· Actual experience of fraud or malpractice

These "breakdowns" can be explored for feasibility to being crossed with the dimensions of online shopping dealt with in the following.
3.2.1 National vs. cross-border trade

In the household surveys it may be helpful to discern whether a consumer shops from a national or foreign retailer. The EU is especially encouraging cross-border trade within the Single Market therefore especially trust issues in intra-EU cross-border trade may be of relevance for statistical measurement. The 2008 Eurostat ICT household survey has a question on whether respondents have bought from national, EU or non-EU sellers. 
Existing question
E4) From whom did you buy or order goods or services for private purpose over the internet in the last 12 months? (tick all that apply) 

a) National sellers

b) Sellers from other EU countries

c) Sellers from the rest of the world

d) Country of origin of sellers is not known

However there is a potential problem linked to the definition of own country / other country, since several major retailers are operating as European companies, that is, they originally come from one country, but have a local name and website/translation for several others. The country of origin of retailer therefore is not always visible to consumers. Even if consumers are aware of the fact that they are buying from an international retailer, they may be in doubt how to answer the question. For instance the retailer may ship from local stock but be foreign owned. 
Example amazon.de

For instance, Amazon.com is know as an American enterprise located in Seattle, United States. It has a German branch, Amazon Germany GmbH, which also ships from Germany, and which has a German website, amazon.de. Amazon.de has its website run by Amazon EU S.a.r.l., located in Luxemburg, and in the general terms and conditions section of the website the interested customer may find that the applicable law is Luxembourgish. Therefore, a German respondent buying from amazon.de might wonder which of the answer options a), b) or c) they should correctly choose.
The decisive criterion should therefore be clarified in the question wording. The country where a retailer is registered should be the first choice but might be difficult to assess for the respondent.  Also the question about the applicable law may not give valid results, for hardly any customer reads the general terms and conditions.  What people might notice instead is the address of the sender which in most cases is identical with the return address.
It should be carefully observed whether the 2008 question leads to valid results.

Recommendation

· Keep existing question, adding the criterion "if in doubt, we mean the location of the sender of the product".

· Analyse 2008 experience with this question.
3.2.2 Kind of merchandise: products vs. services, tangible vs. non-tangible, material vs. virtual
The existing Eurostat questionnaire surveys a number of goods and services and asks if they were bought online:  
Existing question

E2) What types of goods or services did you buy or order over the Internet for private use in the last 12 months? (tick all that apply)

a) Food or groceries

b) Household goods (e.g. furniture, toys etc.)

c) Films, music

d) Books, magazines, newspapers or e-learning material

e) Clothes, sports goods

f) Computer software and upgrades (incl. computer and video games)

g) Computer hardware

h) Electronic equipment (incl. cameras)

i) Share purchases, financial services or insurances

j) Travel or holiday accommodation
k) Tickets for events 

l) Lotteries or betting

m) Other

If yes to categories c), e) or f) go to question E3, otherwise go to question E4

E3) Where any of the following products that you bought or ordered over the Internet downloaded or accessed from websites rather than delivered by post? (tick all that apply)

a) Films, music

b) (Electronic) books, magazines, newspapers, e-learning material

c) Computer software (incl. computer and video games and software upgrades)

One may differentiate between tangible goods and intangible goods, traditional services and electronic services such as pay-media, software. Trust related issues that derive from the distinction of tangible/non-tangible goods, or services include for instance
· For tangible goods the (in-/adequate) visual representation (images) of goods 
· For digital goods, any uncertainty about the built-in digital rights management and usability with existing player or reader equipment
. 
· Recommendation

· Keep existing question.

· For the problems with visual representation, see suggested survey questions in the next section (chapter 3.2.3).
Also concerning the area of kind of product, it might be interesting how the internet empowers consumers in their decision making also for offline transactions (especially the larger purchases such as cars, property, mortgage, etc.).
Recommendation

Question:
Considering any major purchase you or your household may have made in the last five years (or since you have been using the internet if that is a period shorter than five years), have you used the internet to get information about the product or service you were considering for purchase?

A major purchase in this instance shall be something that costs more than your household's typical net income (of any kind) of one month is, and may for instance be a larger piece of household equipment, a car, property, a mortgage or anything else. 

1  yes for all or most of these major purchases

2  yes for some of these major purchases

3  no

4  have not made any major purchase of that kind in the last five years or since using the internet
If "yes for all" or "yes for some" 

Considering these major purchases, do you think that searching for information on the internet had enabled you to make a better purchase decision than you would have made without consulting the internet or do you not think so?
1  yes, internet search enabled my better decision making for all or most of these major purchases

2  yes, internet search enabled my better decision making for some of these major purchases

3  no, internet search did not enable any better decision making for these major purchases

3.2.3 Size of transaction or maximum threshold

While the question on the value of goods and services purchased was suspended after the 2004 surveys, supposedly for reasons of recall validity of such an information, it is nevertheless interesting to see whether it is possible to find out whether there is a threshold where people stop shopping online because of trust issues involved. Recall validity in this area might be better, because people are more likely to recall exceptionally large purchases rather than a total amount of money spent in possibly numerous transactions.
While it is not advisable to ask for a hypothetical threshold (which is generally not an advisable way of asking survey questions) it might be better to ask about any actual maximum transaction size. 
The reference time here needs to be as broad as possible to allow for a time frame in which larger purchases are likely to occur, while it is not advisable to ask for an unlimited time frame, because awareness and behaviour might change and purchases dating back too far may not reflect the current situation at the time of the survey any more. Therefore, we suggest a time frame between two and five years.
Recommendation
Question:
Which was the highest amount of money you have spent on anything you bought online, in the last five years?" (numeric)

3.2.4 Means of payment

Question:
Which of the following means of payment have you used to pay for something you bought online, in the last twelve months? Tick all that apply (multiple)

a) Prepayment, you transfer money (via your bank) but the process is not included during the order transaction

b) Cash-on-delivery

c) Purchase on account, you pay the bill after delivery

d) By using SMS or your phone, balanced via telephone bill 
e) Other payment, not processed online (e.g. sending money, check, cash)
Online Payment
f) By using a credit card online (typing in your credit card details on the seller's website)
g) By using debit card online/ giving direct debit authorisation online (typing in your bank account details and authorising the seller to transfer the money from your bank account)
h) By an online payment provider using a prepaid account

i) By an online payment provider which balances accounts with you depending on your transactions, such as PayPal

j) Other online payment, not processed online

3.2.5 Websites using SSL or TLS protocol
Interest has been expressed to include an SSL question in the consumer questionnaire. However, the spread of knowledge about such technical issues among the target group of the survey should not be overestimated. The following question might be confusing to some respondents. It might therefore first be further tested and honed in pretests before considering its broader application.
Question:
When making a payment online or typing in private data during an online purchase in the last twelve months, have you done that on websites which use SSL or TLS protocol or have you done that on websites which do not use SSL or TLS protocol or have you entered payment data or private data on websites about which you were not sure whether or not they use SSL or TLS protocol. If you have made more than one online purchase in the last twelve months, of course more than one answer may apply. Please tick all that apply.

(a, b, c:  multiple)

a) Have entered payment data or private data on websites which use an SSL or TLS protocol in the last twelve months

b) Have entered payment data or private data on websites which do not use an SSL or TLS protocol in the last twelve months

c) Have entered payment data or private data on websites about which I was not sure whether or not they use an SSL or TLS protocol in the last twelve months

d) Don't know

3.2.6 Object of trust or confidence

Retailer / service provider
Trust related to the seller, retailer or service provider is at the core of successful e-commerce. Doubts which may arise with regard to the online transaction include: 
· Identity: spoof or phishing may occur, the website may imitate a known retailer's site and spy on credit card data or redirect bank account transferrals. 

· Creditworthiness: the seller may not deliver upon payment

· Privacy / use of personal data:  the seller may sell personal data to spammers, address dealers or consumer rating agencies. Also, the seller maybe negligent about data security and not take the necessary steps to avoid unauthorised data access by third parties. 
The problem with this kind of trust abuse is that it will either probably not be recognised by the consumer or the consequences (increased spam) can not be traced back to the abuse. 

· Hidden fees: the seller may claim extra cost for shipping or handling after buying or hide them before checkout.
· Quality policy: because the buyer is unable to look closely at the merchandise the seller may sell goods that are not deemed suitable for in-shop selling, such as second quality or previously returned goods.
· Redress policies: the buyer may be concerned about the possibility to return goods and get money back.
Product / manufacturer
Products bought at distance can not be viewed in person, therefore special trust in getting the desired product must be ensured. Issues may refer to 

· Genuineness: goods may be forged merchandise (black market copies, brand piracy), either with or without the knowledge of the seller.
· (Mal-)functions: goods may be not be working as expected. While this is an issue that applies as well to traditional over the counter shopping, it has Information Society relevance with regard to digital goods such as software items or media files, which may not run under the users system configuration or even cause harm to the user's computer.

Payment service provider

Many online sellers and platforms like eBay offer the services of a payment service provider, such as Pay pal. 

· Failure of transferral: The buyer may be in doubt whether the electronic payment reaches the retailer.
· Privacy / use of personal data: the payment service provider may sell personal data to spammers, address dealers or consumer rating agencies. Also, the seller maybe negligent about data security and not take the necessary steps to avoid data access by third parties. 
· Hidden fees: the payment service may claim extra cost that the buyer had not foreseen.
Enforcement mechanisms / legal certainty / legal institutions

Although personal contact when buying merchandise is not a guarantee against fraud many consumers are especially worried when they buy at distance in an impersonal setting, from unknown retailers, especially even if cross-border. Therefore some consumers may be concerned about 

· enforcing a claim stemming from an act of purchase made online 
· functioning of dispute settling mechanisms

Technical transmission
Users may be concerned that the internet connection breaks down during a buying process which may leave them uncertain as to whether the process was successfully finished. Also they may be afraid of transferring private or financial data over the internet, because their system might be infected by malware which wiretaps their entries.
· failure of connection

· wiretapping
Suggested survey questions 

Experience

When buying online, have you had any of the following adverse experiences in the last twelve months?

a) A website on which you made your payment or typed in your payment details was fake or pretending to be a renowned website which it was not.  (Y/N)

a. if yes: Has this resulted in a loss of money to you   (Y/N)

b) An on-line seller did not send or deliver the goods or services bought  (Y/N)

a. if yes: Have you received your money back    (Y/N)

c) An online seller claimed extra costs for handling or shipping that were not stated before the checkout process was finished.  (Y/N)

a. if yes: Have you cancelled the buy and, if already paid at that point, received your money back?  (Y/N)

b. Have you accepted and paid the extra costs?  (Y/N)

d) An online seller sold goods that you would not have bought if you had been able to merely check the appearance of the goods or the package in a physical store.  (Y/N)

a. if yes: Have you returned the goods and received your money back?  (Y/N)

e) An online seller sold goods that turned out to be broken or not functioning.  (Y/N)

a. if yes: Have you returned the goods and received your money back?  (Y/N)

f) Did you have any redress problems when you wanted to send goods bought online back

Y / N / Never sent anything back

g) An online seller sold you forged goods, brand piracy merchandise, illegal copies or other black market goods that you did not recognise at the time of the buy.  (Y/N)

a. if yes: Have you tried to redress the goods (Y/N)

b. Have you got your money back (Y/N)

h) An online seller claimed not having received your payment although you had paid the bill.  (Y/N)

a. if yes: Has that happened using an online payment service system? (Y/N)

b. Has that happened using a traditional bank or credit card payment? (Y/N)

c. Has it resulted in a loss of money for you (Y/N)

Have you had any of these aforementioned troubles with a seller not in [your country] but abroad (Y/N)?

a. if yes: Which of these was it [Answers a), …, h)]?

b. Was it was sellers from other EU countries, or from outside EU, or both.

Confidence to evade adverse experiences 

Proposal for a question regarding confidence to evade adverse experiences:
Some people may fear to be taken advantage of when buying things online. Overall, how confident are you that you will not make the following adverse experiences – very confident, somewhat confident, not too confident, or not at all confident?

a) That a website on which you made your payment or typed in your payment details was fake or pretending to be a renowned website, which it is not.

b) That an on-line seller did not send or deliver the goods or services bought and you had trouble getting your money back 
c) That an online seller claimed extra costs for handling or shipping that are not stated before the checkout process is finished.

d) That an online seller misused the personal data you key in or sold it to spammers or address dealers.

e) That an online seller sold goods that you would not have bought if you had been able to look closely at it in a physical store.

f) That you had any redress problems when you wanted to send goods bought online back and end up in a loss of money
g) That an online seller sold you forged goods, brand piracy merchandise, illegal copies or other black market goods that you could not recognise at the time of the buy and you would be in trouble getting your money back. 

h) That an online seller claimed not having received your payment although you had paid the bill and you would be in trouble getting the merchandise or getting your money back.
i) That you had any of the aforementioned troubles and could not enforce your claims because the seller is not located in [country]
Impact of fearing adverse experiences 

In the last twelve months, has any of these fears kept you from making a planned purchase online and led you to buy in a physical store instead?  (Y/N)
In the last twelve months, has any of these fears led you to buy from a renown online seller deemed more trustworthy despite a more economic bargain from an online seller unknown to you? (Y/N)
In the last twelve months, have any of these fears led you to buy from an online seller from [country] despite a more economic bargain from an online seller from abroad? (Y/N)

3.2.7 Signals and features related to trust or confidence

Trustmarks, quality seals and independent party ratings
Many of the quality seals made available today aim to help consumers recognise vendors which have committed to following a code of conduct in relation to commercial transactions on the internet. 

An example at European level is Euro-Label. Euro-Label is an electronic shopping trust-mark which intends "to guarantee to consumers reliable and trustworthy services", a guarantee which, if applicable to services and products purchased, would meet many of the consumer issues raised by online services and download products. However, the details of that guarantee show that the trust mark is strongly focussed on proper operation of the on-line trading of products, rather than on product quality. The trust mark is intended to show that:

· the company selling the product is reliable 
· the selling conditions are clear and available on the website 
· the trader respects laws on data protection 
· the products will be delivered as specified when the consumer placed the order 

· a dispute resolution procedure is in place if anything does go wrong during the transaction
The "ConsTrust" study used the following question with regard to trustmarks:
Some supplier websites display a quality seal, trust mark or logo that they are approved in some way. Examples are:
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Do you know these or any other quality seal or trust mark? Do you know from your use of the internet …

Please check one answer!

(1)
no quality seals or trust marks

(2)
1 to 2 quality seals or trust marks

(3)
3 or more quality seals or trust marks

(4)
don’t know

If respondents stated to know at least one trust mark or seal they were asked:

For the quality seal or trust mark which you know and trust most, does the quality seal or trust mark help you trust the supplier …

Please check one answer!

(1)
much more

(2)
more or

(3)
no more than suppliers without a quality seal or trust mark

(4)
don’t know

Other signalling of quality of a product and trustworthiness of vendor
Another dimension of trustworthiness relates to how easy it is for consumers to assess the actual quality of a product they are going to buy. This includes details provided about the goods or services, about terms and conditions and redress policies. Also, it is crucial not only whether such information is available, but also if the information is presented in a useable and accessible fashion.

· Level of detail provided by retailer

•
price and fee transparency
•
product quality, assessable through image
•
redress policies

· User-friendliness of information provision

•
price and fees

•
quality

•
image

•
redress policies

· User/ customer ratings 

Questions concerning there being a barrier to online commerce might be:

In the last twelve months, has any of the following features of online shopping websites kept you from making a planned purchase online and led you to buy in a physical store instead?  (Y/N)

b) A website where you could not figure out the final price and fees that you would have pay before the checkout was finished.

c) A website that would not let you assess the quality of the merchandise, whether through appropriate pictures or text information 
d) A website where you could not figure out the redress conditions before the checkout was finished.

Recommendation

· The role of trustmarks has not yet been sufficiently researched to justify its inclusion in the Eurostat questionnaire. ConsTrust has shown that most consumers do not know even the most widely used national trustmarks. Others have found that websites applying trustmarks are significantly less trustworthy than those that forego certification
. Therefore it is recommended to await further developments in this area before considering the inclusion of questions on trustmarks in the Eurostat questionnaires. 

· Consider question about barriers to e-commerce deriving from poor information given on the website.

3.3 A Questionnaire Module for the Eurostat Household Surveys
X1  When did you last buy or order goods or services for private use over the Internet (excluding manually typed e-mails) ?

1) Within the last 3 months  [ -> go to X2 ]

2) Between 3 months and a year ago  [ -> go to X2 ]

3) More than 1 year ago  [ -> go to X10] 
4) Never bought or ordered  [ -> go to X10]

X2  What types of goods or services did you buy or order over the Internet for private use in the last 12 months?

(tick all that apply)

a) Food / Groceries 

b) Household goods (e.g. furniture, toys, etc) 

c) Films, music 

d) Books, magazines, newspapers or e-learning material 

e) Clothes, sports goods 

f) Computer software and upgrades (incl. computer and video games) 

g) Computer hardware 

h) Electronic equipment (incl. cameras) 

i) Share purchases, financial services or insurances

j) Travel or holiday accommodation 

k) Tickets for events 

l) Lotteries or betting 

m) Other

[ If 'yes' to categories c) , d) or f) , go to question X3 ; otherwise go to question X4 ]

X3  Were any of the following products that you ordered over the Internet downloaded or accessed from websites rather than delivered by post etc.?

(tick all that apply)

a)  Films, music 

b)  (Electronic) books, magazines, newspapers, e -learning material 

c)  Computer software (incl. computer and video games and software upgrades) 

X4  Which was the highest amount of money you have spent on anything you bought online, in the last five years?" (numeric)
___________ (national currency)

Don’t know
Instead of a numerical variable, classified values might be observed here. Without having  any justification for these posts, classes could for instance be "up to 50 Euros", "51 to 200 Euros", "201 to 500 Euros", "501 to 2000 Euros", "2001 to 5000" Euros and "more than 5000" Euros. This would be up to discussion.
A filter condition might be inserted here: If X4 > [amount to be confirmed] go to X5.
X5  Considering any major purchase you or your household may have made in the last five years (or since you have been using the internet if that is a period shorter than five years), have you used the internet to get information about the product or service you were considering for purchase?

[Unless a specific monetary threshold is applied:] A major purchase in this instance shall be something that costs more than your household's typical net income (of any kind) of one month is, and may for instance be a larger piece of household equipment, a car, property, a mortgage or anything else. 

1  yes for all or most of these major purchases

2  yes for some of these major purchases

3  no

4  have not made any major purchase of that kind in the last five years or since using the internet
If X5=  "yes for all" or "yes for some" 

X6  Considering these major purchases, do you think that searching for information on the internet had enabled you to make a better purchase decision than you would have made without consulting the internet or do you not think so?
1  yes, internet search enabled my better decision making for all or most of these major purchases

2  yes, internet search enabled my better decision making for some of these major purchases

3  no, internet search did not enable any better decision making for these major purchases

X7  Which of the following means of payment have you used to pay for something you bought online, in the last twelve months? Tick all that apply (multiple)

Non-online Payment
a) Prepayment, you transfer money (via your bank)  but the process is not included during the order transaction

b) Cash-on-delivery

c) Purchase on account, you pay the bill after delivery

d) By using SMS or your phone, balanced via telephone bill 
e) Other payment, not processed online (e.g. sending money, check, cash)
Online Payment
f) By using a credit card online (typing in your credit card details on the seller's website)
g) By using debit card online/ giving direct debit authorisation online (typing in your bank account details and authorising the seller to transfer the money from your bank account

h) By an online payment provider using a prepaid account

i) By an online payment provider which balances accounts with you depending on your transactions, such as PayPal

j) Other online payment, not processed online
X8  From whom did you buy or order goods or services for private purpose over the internet in the last twelve months? By country we mean the country, where the selling company is registered. If you are in doubt, chose the country from which the product has been sent.
(tick all that apply)

a)  National sellers

b)  Sellers from other EU countries* 

c)  Sellers from the rest of the world

d)  Country of origin of sellers is not known

(*append a list of all EU countries in paper or screen based interviews)
X9  When buying online, have you had any of the following adverse experiences in the last twelve months?

a) A website on which you made your payment or typed in your payment details was fake or pretending to be a renowned website which it was not.  (Y/N)

a. if yes: Has this resulted in a loss of money to you   (Y/N)

b) An on-line seller did not send or deliver the goods or services bought  (Y/N)

a. if yes: Have you received your money back    (Y/N)

c) An online seller claimed extra costs for handling or shipping that were not stated before the checkout process was finished.  (Y/N)

a. if yes: Have you cancelled the buy and, if already paid at that point, received your money back?  (Y/N)

b. Have you accepted and paid the extra costs?  (Y/N)

d) An online seller sold goods that you would not have bought if you had been able to merely check the appearance of the goods or the package in a physical store.  (Y/N)

a. if yes: Have you returned the goods and received your money back?  (Y/N)

e) An online seller sold goods that turned out to be broken or not functioning.  (Y/N)

a. if yes: Have you returned the goods and received your money back?  (Y/N)

f) Did you have any redress problems when you wanted to send goods bought online back

Y / N / Never sent anything back

g) An online seller sold you forged goods, brand piracy merchandise, illegal copies or other black market goods that you did not recognise at the time of the buy.  (Y/N)

a. if yes: Have you tried to redress the goods (Y/N)

b. Have you got your money back (Y/N)

h) An online seller claimed not having received your payment although you had paid the bill.  (Y/N)

a. if yes: Has that happened using an online payment service system? (Y/N)

b. Has that happened using a traditional bank or credit card payment? (Y/N)

c. Has it resulted in a loss of money for you (Y/N)

As this question is rather lengthy, optionally the following short version might be asked.
X9b  When buying online, have you had any of the following adverse experiences in the last twelve months?

a) Making a payment on a fake website.  (Y/N)

b) Non-delivery by an on-line seller despite payment (Y/N)

c) Extra costs for handling or shipping not stated before the checkout process claimed by an online seller  (Y/N)

d) Obviously poor quality goods sent  (Y/N)

e) Damaged or not functioning goods sent  (Y/N)

f) Forged goods, brand piracy merchandise, illegal copies or other black market goods   (Y/N)

g) Redress problems when you wanted to send goods back

h) An online seller wrongly claimed not having received your payment (Y/N)
i) Difficulty contacting the seller

j) Poor customer service
X9b2 if any yes: 
Has this resulted in a loss of money or extra cost to you    (Y/N)
X10  Have you had any of these aforementioned troubles with a seller not in [your country] but abroad (Y/N)?

a. if yes: Which of these was it [Answers a), …, h)]?

b. Was it was sellers from other EU countries, or from outside EU, or both.

X11  Some people may fear to be taken advantage of when buying things online. Overall, how confident are you that you will not make the following adverse experiences – very confident, somewhat confident, not too confident, or not at all confident?

a) That a website on which you made your payment or typed in your payment details was fake or pretending to be a renowned website, which it is not.

b) That an on-line seller did not send or deliver the goods or services bought and you had trouble getting your money back 

c) That an online seller claimed extra costs for handling or shipping that are not stated before the checkout process is finished.

d) That an online seller misused the personal data you key in or sold it to spammers or address dealers.

e) That an online seller sold goods that you would not have bought if you had been able to look closely at it in a physical store.

f) That you had any redress problems when you wanted to send goods bought online back and end up in a loss of money

g) That an online seller sold you forged goods, brand piracy merchandise, illegal copies or other black market goods that you could not recognise at the time of the buy and you would be in trouble getting your money back. 

h) That an online seller claimed not having received your payment although you had paid the bill and you would be in trouble getting the merchandise or getting your money back.

i) That you had any of the aforementioned troubles and could not enforce your claims because the seller is not located in [country]

As this question is rather lengthy, optionally the following short version might be asked.
X11b  Some people may fear to be taken advantage of when buying things online. Overall, how confident are you that you will not make the following adverse experiences – very confident, somewhat confident, not too confident, or not at all confident?

a) That you made your payment to a fake website,
b) Non-delivery of the goods or services bought and trouble getting money back 

c) Extra costs for handling or shipping claimed after the checkout process is finished.

d) Misuse of personal data you keyed in, such as selling it to spammers or address dealers.

e) Buying low quality goods because not being able to look closely at it in a physical store.

f) Redress problems 

g) Forged goods, brand piracy merchandise, illegal copies or other black market goods 

h) Any of the aforementioned troubles and difficulties to enforce your claims because the seller is not located in [country]

X12  In the last twelve months, has any of these fears led you to buy from a renown online seller deemed more trustworthy despite a more economic bargain from an online seller unknown to you? (Y/N)

X13  In the last twelve months, has any of these fears led you to buy from an online seller from [country] despite a more economic bargain from an online seller from abroad? (Y/N)

(Ask X10-X11 of online buyers and of internet users who do not buy online)

X14  In the last twelve months, has any of these fears kept you from making a planned purchase online and led you to buy in a physical store instead?  (Y/N)

X15  In the last twelve months, has any of the following features of online shopping websites kept you from making a planned purchase online and led you to buy in a physical store instead?  (Y/N)

a) A website where you could not figure out the final price and fees that you would have pay before the checkout was finished.

b) A website that would not let you assess the quality of the merchandise, whether through appropriate pictures or text information. 

c) A website where you could not figure out the redress conditions before the checkout was finished.

(Ask of internet users who do not buy online)

X16  What, if any, were other reasons for not buying / ordering any goods or services for your own private use in the last 12 months?

(tick all that apply)

a) Have no need 

b) Prefer to shop in person, like to see product, loyalty to shops, force of habit 

c) Lack of skills, you are not sure if you can handle it 

d) Delivery of goods ordered at distance (internet, phone, TV or other mail-order) is a particular problem for you (e.g. takes too long or is logistically difficult) .

e) Security or privacy concerns

if yes, which of these in particular?

e1) concerns not to recognise a fake website pretending to be a renowned website

e2) concerns that an on-line seller did not send or deliver the goods or services bought or claimed not having received your payment and you had trouble getting your money back

e3) concerns that an online seller misused the personal data you key in or sold it to spammers or address dealers.

e4) concerns that an online seller sold you forged goods, brand piracy merchandise, illegal copies or other black market goods 
f) You lack the trust about receiving or returning goods, or that any complaint / redress issues will be enforceable.
g) You are not sure about differences in legal provisions as to consumer rights when you want to buy from a seller not located in [country]
h) Don't have a payment card allowing to pay over the Internet 

i) Speed of the Internet connection is too slow for a comfortable shopping process to be possible
j) Others
4 Enterprise Survey

4.1 Previous surveys

Definition of e-commerce

In the 2008 questionnaire, e-Commerce is introduced to the respondent meaning:

- the placement of orders, where an order is a commitment to purchase goods or services,

- via computer networks, not only the Internet but also other connections between computers of different enterprises,

- where payment and delivery does not have necessarily to be done via computer networks.

e-Commerce may be done via websites or via automated data exchange between enterprises, but it excludes normal e-mail messages that are written individually by hand

Received orders related questions (2008 questionnaire)
The 2008 questionnaire includes questions concerning:

· Whether enterprise received orders electronically during 2007 

· Value of the turnover resulted from orders received electronically (in monetary terms, excluding VAT), in 2007

· If value can not be provided: estimate of the percentage of the total turnover resulted from orders received electronically, in 2007

· percentage out of total turnover orders received via each one of the following ways represented in 2007.

· Website
· Automated data exchange (XML, EDIFACT, etc.) over the internet

· Automated data exchange (XML, EDIFACT, etc.) over other computer networks

· Usage of a secure protocol, (SSL, TLS etc.) for the reception of orders via Internet, in January 2008?

Placed orders related questions (2008 questionnaire)

· Whether enterprise sent orders electronically during 2007 

· Percentage of orders sent electronically in relation to the total purchases' value (in monetary terms, excluding VAT), in 2007

· Alternative question: Value of the purchases resulted from orders placed electronically (in monetary terms, excluding VAT), in 2007. 

· If value can not be provided: estimate of the percentage of the total turnover resulted from orders received electronically, in 2007

The estimations of shares in turnover or purchase are sometimes being criticised for being inaccurate. This stems from the fact that firms often do not track differently those sales or purchases made via internet and otherwise. 

Statistics Canada uses the following questions to survey gross sales via internet
: 

3. Does your organization use the Internet for selling goods or services with or without on-line payment? (Yes / No)

3.1 Does your organization track Internet sales separately from all other sales? (Yes / No)

(If you DO sell online but answered NO, please provide your best estimate in question 4)

4. What were your organization’s gross sales, conducted over the Internet with or without on-line payment in 2006*? ($ ___000,00  (thousands of dollars))

5. What percentage of your Internet sales was to households (end consumer)?
(___%  OR Check here if no Internet sales were made to households.)

6. What percentage of your Internet sales was to customers located outside of Canada? (___ % OR Check here if no Internet sales were made to customers located outside of Canada)

7. Does your organization use the Internet to purchase goods or services with or without on-line payment? (e.g. office supplies, software, airline tickets, etc.) (Yes / No)

Recommendation

· Keep existing question on turnover and purchase shares.

· Consider Statistics Canada approach to ask whether monetary shares are kept track of separately.

4.2 Suggestions based on Eurobarometer surveys

Eurobarometer
 has looked into how European businesses experience the Internal Market Regulation.  One focus was especially on cross-border trade. This focus can be related to cross-border electronic commerce as well. The following questions therefore take the Eurobarometer questions and apply them to the topic of e-commerce.
As a result of e-commerce, have you noticed an increase or decrease in the level of competition in [our country] coming from domestic firms? (Yes / No)
As a result of e-commerce, have you noticed an increase or decrease in the level of competition in [our country] coming from other EU firms? (Yes / No)
For each of the following areas, how important have the effects of e-commerce been for your company's strategy

Very important, Rather important, Rather unimportant, Not important at all

· Pricing of your products or services

· Purchasing from other EU countries 

· Selling directly to other EU countries

· Distribution in other EU countries 

· Marketing strategy 

· Co-operation agreements with companies from other EU countries

For each of the following, could you please tell me whether the e-commerce had a positive or negative effect on… % 

Positive impact,  No impact,  Negative impact

· Your access to new markets 

· Your productivity 

· Your growth in employment 

· The cost of raw materials and supplies 

· Profitability 

· The cost of wages 

· Selling prices

What are the main reasons why your company is not buying electronically from other countries?

· Your local supply is sufficient

· Your products are not suitable for import

· You have not yet considered the possibility

· You would like to import via buying electronically but you are worried about encountering barriers

· You would like to import via buying electronically but you would need more information

· You have already tried to import via buying electronically, but encountered problems

What are the main reasons why your company is not selling electronically to other countries? 

· Your local demand is sufficient

· Your products are not suitable for export

· You have not yet considered the possibility

· You lack the financial means to export

· You would like to export via selling electronically but you are worried about encountering barriers

· You would like to export via selling electronically but you would need more information

· You have already tried to export via selling electronically, but encountered problems
Additionally, the fear of profit squeezing may be surveyed in this question as well. This is included in the recommended questionnaire module in chapter 4.4.
Statistics Canada uses the following questions to survey
 barriers to Internet Commerce

Please identify the reasons why your organization does not buy or sell goods over the Internet.

(Check all that apply)

· cost of development and maintenance is too high 

· security concerns

· customers are not ready to use Internet Commerce

· suppliers are not ready to use Internet Commerce

· lack of skilled employees to develop, maintain and use technology

· prefer to maintain current business model (e.g. face-to-face interaction)

· goods or services produced or purchased do not lend themselves to conducting Internet transactions

· none of the above.
4.3 Other Suggestions
4.3.1 Means of payment

Question:
Which of the following means of payment do you accept for payment by customers shopping on your website? Tick all that apply (multiple)

a) Prepayment, where the process is not included during the order transaction

b) Cash-on-delivery through the postal service or delivery service
c) Purchase on account, payment after delivery

d) Balancing via telephone bill, the customer uses SMS or their phone
e) Other non-online payment (e.g. cash or cheque payment) 
Online Payment
f) Credit card online
g) Debit card online/ direct debit authorisation 

h) By third party online payment providers using customers' prepaid accounts
i) By third party online payment providers balancing accounts with customers per transaction, such as PayPal

j) By third party online payment providers balancing via customers' telephone bill

k) Other online based payment
4.3.2 Trust

Trust in B2B relationships
While the usual view that in business relationships, no such protection as the consumer needs in dealing with company contract partners is deemed necessary and contracting parties are to cater for the contractual conditions entirely by themselves, the issue of trust can still come up especially for smaller enterprises. It can become relevant when business partners are met online and / or are located in another country. Therefore SMEs may be quite reluctant in conducting online transactions with unknown business partners. 
4.3.3 Object of trust or confidence

Wholesaler / service provider

Trust related to the seller, wholesaler or service provider is at the core of successful e-commerce. Doubts which may arise with regard to the online transaction include: 

· Identity: spoof or phishing may occur, the website may imitate a known retailer's/wholesaler's site and spy on credit card data or redirect bank account transferrals. 

· Creditworthiness: the seller may not deliver upon payment

· Privacy / use of personal data: the seller maybe negligent about data security and not take the necessary steps to avoid unauthorised data access by third parties. 
· Hidden fees: the seller may claim extra cost for shipping or handling after buying or hide them before checkout.
· Quality policy: because the buyer is unable to look closely at the merchandise the seller may sell goods that are not deemed suitable for in-shop selling, such as second quality or previously returned goods.
· Redress policies: the buyer may be concerned about the possibility to return goods and get money back.
Product / manufacturer

Products bought at distance can not be viewed in person, therefore special trust in getting the desired product must be ensured. Issues may refer to 

· Genuineness: goods may be forged merchandise (black market copies, brand piracy), either with or without the knowledge of the seller.

· (Mal-)functions: goods may be not be working as expected. While this is an issue that applies as well to traditional over the counter shopping, it has Information Society relevance with regard to digital goods such as software items or media files, which may not run under the users system configuration or even cause harm to the user's computer.

Payment service provider

Many online sellers and platforms like eBay offer the services of a payment service provider, such as Pay pal. 

· Failure of transferral: The buyer may be in doubt whether the electronic payment reaches the retailer.
· Privacy / use of personal data: the seller maybe negligent about data security and not take the necessary steps to avoid data access by third parties. 
· Hidden fees: the payment service may claim extra cost that the buyer had not foreseen.
Enforcement mechanisms / legal certainty / legal institutions

Although personal contact when buying merchandise is not a guarantee against fraud, some SMEs may be especially worried when they buy at distance in an impersonal setting, from unknown retailers, especially even if cross-border. Therefore some SMEs may be concerned about 

· enforcing a claim stemming from an act of purchase made online 

· functioning of dispute settling mechanisms

Technical transmission
Users may be concerned that the internet connection breaks down during a buying process which may leave them uncertain as to whether the process was successfully finished. Also they may be afraid of transferring private or financial data over the internet, because their system might be infected by malware which wiretaps their entries.

· failure of connection

· wiretapping
Suggested survey questions 

Experience

When buying online, have you had any of the following adverse experiences in the last twelve months?

a) A website on which you made your payment or typed in your payment details was fake or pretending to be a renowned website which it was not.  (Y/N)

a. if yes: Has this resulted in a loss of money to you   (Y/N)

b) An on-line seller did not send or deliver the goods or services bought  (Y/N)

a. if yes: Have you received your money back    (Y/N)

c) An online seller claimed extra costs for handling or shipping that were not stated before the checkout process was finished.  (Y/N)

a. if yes: Have you cancelled the buy and, if already paid at that point, received your money back?  (Y/N)

b. Have you accepted and paid the extra costs?  (Y/N)

d) An online seller sold goods that you would not have bought if you had been able to merely check the appearance of the goods or the package in a physical store.  (Y/N)

a. if yes: Have you returned the goods and received your money back?  (Y/N)

e) An online seller sold goods that turned out to be broken or not functioning.  (Y/N)

b. if yes: Have you returned the goods and received your money back?  (Y/N)

f) Did you have any redress problems when you wanted to send goods bought online back

Y / N / Never sent anything back

g) An online seller sold you forged goods, brand piracy merchandise, illegal copies or other black market goods that you did not recognise at the time of the buy.  (Y/N)

a. if yes: Have you tried to redress the goods (Y/N)

b. Have you got your money back (Y/N)

h) An online seller claimed not having received your payment although you had paid the bill.  (Y/N)

a. if yes: Has that happened using an online payment service system? (Y/N)

b. Has that happened using a traditional bank or credit card payment? (Y/N)

c. Has it resulted in a loss of money for you (Y/N)

Have you had any of these aforementioned troubles with a seller not in [your country] but abroad (Y/N)?

a. if yes: Which of these was it [Answers a), …, h)]?

b. Was it was sellers from other EU countries, or from outside EU, or both.

Confidence to evade adverse experiences 

Proposal for a question regarding confidence to evade adverse experiences:
Some enterprises may fear to be taken advantage of when buying things online. Overall, how confident are you that you will not make the following adverse experiences – very confident, somewhat confident, not too confident, or not at all confident?

a) That a website on which you made your payment or typed in your payment details was fake or pretending to be a renowned website, which it is not.

b) That an on-line seller did not send or deliver the goods or services bought and you had trouble getting your money back 

c) That an online seller claimed extra costs for handling or shipping that are not stated before the checkout process is finished.

d) That an online seller misused the personal data you key in or sold it to spammers or address dealers.

e) That an online seller sold goods that you would not have bought if you had been able to look closely at it in a physical store.

f) That you had any redress problems when you wanted to send goods bought online back and end up in a loss of money

g) That an online seller sold you forged goods, brand piracy merchandise, illegal copies or other black market goods that you could not recognise at the time of the buy and you would be in trouble getting your money back. 

h) That an online seller claimed not having received your payment although you had paid the bill and you would be in trouble getting the merchandise or getting your money back.

i) That you had any of the aforementioned troubles and could not enforce your claims because the seller is not located in [country]
Impact of fearing adverse experiences 

In the last twelve months, has any of these fears kept you from making a planned purchase online and led you to buy in a physical store instead?  (Y/N)

In the last twelve months, has any of these fears led you to buy from a renown online seller deemed more trustworthy despite a more economic bargain from an online seller unknown to you? (Y/N)

In the last twelve months, have any of these fears led you to buy from an online seller from [country] despite a more economic bargain from an online seller from abroad? (Y/N)

Trust in B2C relationships
With regard to B2C e-commerce, it might be asked what trust enhancing strategies enterprises follow so as to build trust among their potential customers. One of these is the use of trust marks or quality seals.
Question:
Does your website, or that part of your website addressing end-consumers carry any certification mark or quality seal regarding website safety or safety of online payment that is awarded by a public or independent organisation? (Y/N)
Which of the following does it stand for? Tick all that apply (multiple)

a) Proof of website vulnerability tests
b) Proof of hardware and physical network vulnerability tests

c) Proof of other data protection 
d) Other 
4.4 A Questionnaire Module for the Eurostat Enterprise Surveys

Definition of e-commerce

e-Commerce shall be understood as:

- the placement of orders, where an order is a commitment to purchase goods or services,

- via computer networks, not only the Internet but also other connections between computers of different enterprises,

- where payment and delivery does not have necessarily to be done via computer networks.

e-Commerce may be done via websites or via automated data exchange between enterprises, but it excludes normal e-mail messages that are written individually by hand

Orders received via computer networks (Sales)

X1  Did your enterprise receive electronically orders for products or services via computer networks (excluding manually typed e-mails), during [previous year]?

Yes / No (if no go to X13)
X2  Does your enterprise track Internet sales separately from all other sales? 

Yes / No

Please try to answer the following question giving an estimate even "No" in previous question

X3  Please state the value of the turnover resulted from orders received electronically (in monetary terms, excluding VAT), in 2007.

___________€ / national currency

X3.1  Please indicate
1  This figure, even if a preliminary one, is informed by our accounts

2  This figure is an estimate

If you can't provide the value asked for in X3
X3.2  Please indicate an estimate of the percentage of the total turnover resulted from orders received electronically, in 2007 (in monetary terms, excluding VAT).

___________% (Orders received electronically *100 / Total turnover)

X4  Please indicate what percentage represented orders received via each one of the following ways, out of total turnover, in 2007 
(Note! estimates in percentage of the monetary values.  a+b+c+d = 100% be the total monetary value of all orders received electronically). 
a) via a website
_ _ _%
b) via automated data exchange (XML, EDIFACT, 
etc.) over the internet
_ _ _%
c) via automated data exchange (XML, EDIFACT, 
etc.) over other computer networks
_ _ _%
d) other, or unknown which electronic channel
_ _ _%

(TOTAL
100  %)
X5  Please provide an estimate of the percentage of all electronic sales in 2007 which resulted from orders received from the following locations.

(Note! estimates in percentage of the monetary values.  a+b+c+d = 100% be the total monetary value of all orders received electronically). 

a) Own country
_ _ _%
b) Other countries of the European Union(*)
_ _ _%
c) Rest of the world
_ _ _%
d) Unknown
_ _ _%

(TOTAL
100  %)

X6  Was your enterprise using a secure protocol, such as SSL and TLS, for the reception of orders via Internet, in January 2008?

Yes / No

X7   What percentage of your Internet sales in [previous year] was to households (end consumers)?

___________% (Value of electronic sales to consumers *100 / Total value of electronic sales)

If X5b,c =0%

X8  What are the main reasons why your company is not selling electronically to other countries? 

multiple response

a)  Your local demand is sufficient

b)  Your products are not suitable for export
c)  You have not yet considered the possibility

d)  You lack the financial means to export

e)  You would like to export via selling electronically but you are worried about encountering barriers

f)  You would like to export via selling electronically but you would need more information

g)  You have already tried to export via selling electronically, but encountered problems
h) You are not sure about differences in legal provisions

Go to X10

If not selling online (X1=no)

X9  What are the reasons why your enterprise does not sell goods over the Internet.

multiple response

a)  cost of development and maintenance is too high 

b)  security concerns

c)  customers are not ready to use Internet Commerce

d)  lack of skilled employees to develop, maintain and use technology

e)  prefer to maintain current business model (e.g. face-to-face interaction)

f)  goods or services produced do not lend themselves to conducting Internet transactions

g)  concerns about profit squeeze due to increased transparency of the market
h) uncertainty about differences in legal provisions when selling to foreign markets
h)  none of the above.

X10  Which of the following means of payment do you accept for payment by customers shopping on your website? Tick all that apply (multiple)

a) Prepayment, where the process is not included during the order transaction

b) Cash-on-delivery through the postal service or delivery service
c) Purchase on account, payment after delivery

d) Balancing via telephone bill, the customer uses SMS or their phone
e) Other non-online payment  (e.g. cash or cheque payment)
Online Payment
f) Credit card online
g) Debit card online/ direct debit authorisation 

h) By third party online payment providers using customers' prepaid accounts

i) By third party online payment providers balancing accounts with customers per transaction, such as PayPal

j) By third party online payment providers balancing via customers' telephone bill

k) Other online based payment
X11  Does your website, or that part of your website addressing end-consumers carry any certification mark or quality seal regarding website safety or safety of online payment that is awarded by a public or independent organisation?

(Y/N)
If X11=yes

X12  Which of the following does it stand for? Tick all that apply (multiple)

a) Proof of website vulnerability tests

b) Proof of hardware and physical network vulnerability tests

c) Proof of other data protection 

d) Other 

Orders placed via computer networks (Purchases)

X13  Did your enterprise send electronically orders for products or services via computer networks, during 2007 (excluding manually typed e-mails)?

Yes / No

X14  Does your enterprise track Internet purchases separately from all other purchases? 

Yes / No

Please try to answer one of the following two questions giving an estimate even "No" in previous question. You may answer either question, X15.1 or X15.2, whichever is more convenient for you.

X15.1  Please indicate for 2007 the percentage of orders that were sent electronically in relation to the total purchases' value (in monetary terms, excluding VAT).

___________% (Purchases placed electronically *100 / Total purchases)

X15.2  Please state the value of the purchases that resulted from orders placed electronically (in monetary terms, excluding VAT), in 2007.

___________€ / national currency

X15.3  Please indicate

1  The figure in X15.1 / X15.2, even if a preliminary one, is informed by our accounts

2  The figure in X15.1 / X15.2 is an estimate

X16  Did your enterprise place any purchases via computer networks, during 2007, form sellers abroad 

a)  from sellers of other EU countries

Yes / No

b)  from sellers in the rest of the world

Yes / No

If both X16a and X16b = "No'

X17  What are the main reasons why your company is not buying electronically from other countries?

multiple response

a) Your local supply is sufficient

b) Your products are not suitable for import

c) You have not yet considered the possibility

d) You would like to import via buying electronically but you are worried about encountering barriers

e) You would like to import via buying electronically but you would need more information

f) You have already tried to import via buying electronically, but encountered problems
g) You are not sure about differences in legal provisions 
Go to X19
If  not buying over internet (X13=no)
X18  What are the reasons why your enterprise does not buy goods or services over the Internet.

multiple response

a)  cost of development and maintenance is too high 

b)  security concerns

c)  suppliers are not ready to use Internet Commerce

d)  lack of skilled employees to develop, maintain and use technology

e)  prefer to maintain current business model (e.g. face-to-face interaction)

f)  goods or services purchased do not lend themselves to conducting Internet transactions

g)  none of the above.

X19 When buying online, have you had any of the following adverse experiences in the last twelve months?

a) A website on which you made your payment or typed in your payment details was fake or pretending to be a renowned website which it was not.  (Y/N)

a. if yes: Has this resulted in a loss of money to you   (Y/N)

b) An on-line seller did not send or deliver the goods or services bought  (Y/N)

a. if yes: Have you received your money back    (Y/N)

c) An online seller claimed extra costs for handling or shipping that were not stated before the checkout process was finished.  (Y/N)

a. if yes: Have you cancelled the buy and, if already paid at that point, received your money back?  (Y/N)

b. Have you accepted and paid the extra costs?  (Y/N)

d) An online seller sold goods that you would not have bought if you had been able to merely check the appearance of the goods or the package in a physical store.  (Y/N)

a. if yes: Have you returned the goods and received your money back?  (Y/N)

e) An online seller sold goods that turned out to be broken or not functioning.  (Y/N)

a. if yes: Have you returned the goods and received your money back?  (Y/N)

f) Did you have any redress problems when you wanted to send goods bought online back

Y / N / Never sent anything back

g) An online seller sold you forged goods, brand piracy merchandise, illegal copies or other black market goods that you did not recognise at the time of the buy.  (Y/N)

a. if yes: Have you tried to redress the goods (Y/N)

b. Have you got your money back (Y/N)

h) An online seller claimed not having received your payment although you had paid the bill.  (Y/N)

a. if yes: Has that happened using an online payment service system? (Y/N)

b. Has that happened using a traditional bank or credit card payment? (Y/N)

c. Has it resulted in a loss of money for you (Y/N)

Have you had any of these aforementioned troubles with a seller not in [your country] but abroad (Y/N)?

a. if yes: Which of these was it [Answers a), …, h)]?

b. Was it was sellers from other EU countries, or from outside EU, or both.

As this question is rather lengthy, optionally the following short version might be asked.

X19b  When buying online, have you had any of the following adverse experiences in the last twelve months?

a) Making a payment on a fake website.  (Y/N)

b) Non-delivery by an on-line seller despite payment (Y/N)

c) Extra costs for handling or shipping not stated before the checkout process claimed by an online seller  (Y/N)

d) Obviously poor quality goods sent  (Y/N)

e) Damaged or not functioning goods sent  (Y/N)

f) Forged goods, brand piracy merchandise, illegal copies or other black market goods   (Y/N)

g) Redress problems when you wanted to send goods back

h) An online seller wrongly claimed not having received your payment (Y/N)
i) Difficulty contacting the seller

j) Poor customer service
X19b2 if yes: 
Has this resulted in a loss of money or extra cost to you    (Y/N)

X20 Some enterprises may fear to be taken advantage of when buying things online. Overall, how confident are you that you will not make the following adverse experiences – very confident, somewhat confident, not too confident, or not at all confident?

a) That a website on which you made your payment or typed in your payment details was fake or pretending to be a renowned website, which it is not.

b) That an on-line seller did not send or deliver the goods or services bought and you had trouble getting your money back 

c) That an online seller claimed extra costs for handling or shipping that are not stated before the checkout process is finished.

d) That an online seller misused the personal data you key in or sold it to spammers or address dealers.

e) That an online seller sold goods that you would not have bought if you had been able to look closely at it in a physical store.

f) That you had any redress problems when you wanted to send goods bought online back and end up in a loss of money

g) That an online seller sold you forged goods, brand piracy merchandise, illegal copies or other black market goods that you could not recognise at the time of the buy and you would be in trouble getting your money back. 

h) That an online seller claimed not having received your payment although you had paid the bill and you would be in trouble getting the merchandise or getting your money back.

i) That you had any of the aforementioned troubles and could not enforce your claims because the seller is not located in [country]
X21  In the last twelve months, has any of these fears kept you from making a planned purchase online and led you to buy in a physical store instead?  (Y/N)

X22  In the last twelve months, has any of these fears led you to buy from a renown online seller deemed more trustworthy despite a more economic bargain from an online seller unknown to you? (Y/N)

X23  In the last twelve months, have any of these fears led you to buy from an online seller from [country] despite a more economic bargain from an online seller from abroad? (Y/N)

Assessment of e-commerce impact
The following questions concern your assessment of the influence that e-commerce has on the way your enterprise is doing business these days. 

X24  Would you say that as a result of e-commerce, have you noticed an increase or decrease in the level of competition in [our country] coming from domestic firms? 

Yes / No

X25  Would you say that as a result of e-commerce, have you noticed an increase or decrease in the level of competition in [our country] coming from other EU firms? 

Yes / No

X26  For each of the following areas, how important have the effects of e-commerce been for your company's strategy

Each: Very important, Rather important, Rather unimportant, Not important at all

a)  Pricing of your products or services

b)  Purchasing from other EU countries 

c)  Selling directly to other EU countries

d)  Distribution in other EU countries 

e)  Marketing strategy 

f)  Co-operation agreements with companies from other EU countries

X27  For each of the following, could you please tell me whether the e-commerce had a positive or negative effect on… % 

Positive impact,  No impact,  Negative impact

a)  Your access to new markets

b)  Your productivity

c)  Your growth in employment

d)  The cost of raw materials and supplies

e)  Profitability

f)  Selling prices


















































































� 	Because the usability, terms-of-use and DRM issues are not per-se related to the channel of buying (although online might be more important than in-shop shopping), and because consumer protection is here not related to protection against fraud or illegal practices, these issues are not further pursued here. Instead, we want to refer the interested reader to the upcoming final report of the ConsTrust study.


� Edelman B, 2006. Adverse Selection in Online Trust Certifications. Harvard University.


� 	Statistics Canada’s Survey of Electronic Commerce and Technology (SECT). Questionnaire available at http://www.statcan.ca/english/sdds/instrument/4225_Q1_V7_E.pdf


� 	Flash Eurobarometer 180 - TNS Sofres / EOS Gallup Europe: Internal Market: Opinions and experiences of Businesses in EU-15. (Fieldwork: January – February 2006, Publication: June 2006) and Flash Eurobarometer 190 – The Gallup Organization: Internal Market: Opinions and experiences of Businesses in the 10 New Member States. (Analytical Report, Fieldwork: July-August 2006, Report: September 2006)


� 	see footnote � NOTEREF _Ref171158109 \h ��3�.
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